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POLL 
QUESTION

u Have you experienced a natural or 
man-made disaster?

q Yes

q No

q Unsure

1
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PUERTO RICO

HURRICANE 
MARIA

2
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6

Pre-Maria View 
from 

Penthouse
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6

Post-Maria View 
from 

Penthouse
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Step One: 
Before the Disaster

12

PLAN TO BE SAFE:
Create a disaster plan by 
deciding how you will 
communicate in an emergency

DISASTER 
PREPAREDNESS
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Step 2: 
DURING 
THE 
DISASTER

u SURVIVE

u BE CALM

u STAY SAFE

u RESPOND TO WARNINGS

u STAY INFORMED

14

12

13
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POLL 
QUESTION

u How often do you review your plan?

q Every 1-2 years

q Every 4-5 years

q Never

q After a disaster event

14

Step 3: 
AFTER 
THE 
DISASTER

u KEEP SAFE AND TAKE CARE OF 
OTHERS

u FOLLOW INSTRUCTIONS

u REPORT ANY DAMAGES

u STAY INFORMED

u ESTABLISH COMMUNICATION

u WAIT AND WATCH

u UPDATE

15

13
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MR 1.4 
Communicate 
with Client

TIP — CREATE REDUNDANCY

u Paper list of client contact 
info

u Stored electronically 

u Your emergency contact info 
in the engagement/retainer

ABA FORMAL OPINION 482

ETHICAL OBLIGATIONS RELATED TO DISASTERS

September 19, 2018

Standing Committee on Ethics & Professional 
Responsibilities

15
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MR 1.1 
Competent
MR 1.16(a)(2) or 
(b)(7)
u “The lawyer’s physical or 

mental condition materially 
impairs the lawyer’s ability to 
represent clients” or for “other 
good cause.”

u Assess the needs of the client 
for immediate services and the 
lawyer’s ability to provide 
those services on a timely basis

u Withdraw from legal 
representation

MR 1.3 
Reasonably 
Diligent & Prompt
u Be aware of any extensions of 

deadlines or rescheduling of 
hearings

u Checkout the court’s website

u Call the Clerk’s Office

u Visit the Courthouse
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Displaced 
Lawyers

ABA M.R. On Provision of Legal Services Following 
Determination of Major Disaster
R. 4-6.6 of the Supreme Court of Missouri

Determination of major disaster

u By the highest court of the impacted 
jurisdiction

u May provide legal services

u Related to that lawyer’s practice pre-disaster

Temporary basis to practice: 

u 60 days after the court declare that the 
conditions have ended

MR 1.15 
Safekeeping of 
Property
u Protect documents, funds & 

property

u Beware of just paper 
files/documents or just electronic 
files on local computer/server

TIP — CREATE REDUNDANCY

u Return originals at the end of 
representation

u Duty: For intrinsic docs = duty to 
communicate

u For non-intrinsic docs = Answer 
honestly if asked
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M.R. 7.1 - 7.3
AVOID IMPROPER SOLICITATION

The Florida Bar v. Wolfe, 759 So.2d 639 (Fla. 2000) 

Attorney Grievance Comm/n of MD v. Lipowitz, 355 Md. 752 (1999)

In re Ravich, 155 N.J. 357 (1998)

DO NOT:

u Pass out brochures 

u Set up a mobile office

u Go to the shelter/hotel to give legal talk; pass out business cards; or make 
list of potential clients 

24

Helpful 
Lawyer

23

ABA M.R. On Provision of Legal Services 
Following Determination of Major 
Disaster

The Missouri Legal Services Disaster 
Manual

Pro bono basis
Assigned & Supervised through

u Legal Services

u Public Interest Organization

u Law School Clinic

u Certified Pro bono Program 

u Court designated Organization
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What are the  Standards of Care for Insuring Data 
Security?

“Reasonable” 
Cybersecurity 

Practices
Common 

Law

Statute

NIST

Global 
Framework

Industry 
Specific Rules 

(e.g., UST 
Handbook, ABA 
Model Rules)

“STAY INFORMED, STAY CONNECTED, STAY 
SAFE!”

25
24
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Amended Model Rule 1.1

u “To maintain the requisite knowledge and skill, a lawyer 
should keep abreast of changes in the law and its 
practice, including the benefits and risks associated with 
relevant technology.”

u Practically speaking, “[t]his provision will require 
lawyers to better understand any advances in 
technology that genuinely relate to competent 
performance of the lawyer's duties to a client.” 

Ethical Obligations

M1.1RPC Rule

MRPC Rule 1.6

MRPC Rule 5.3 
(Cmt. 3)
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ABA Model Rule 1.6(c)
u Imposes a duty of confidentiality, which includes protection of client 

information.

u "a lawyer shall make reasonable efforts to prevent ... the unauthorized 
disclosure of, or unauthorized access to, information relating to the 
representation of a client."

u Comment 18 provides that:

u Factors to be considered in determining the reasonableness of the 
lawyer's efforts include, but are not limited to, the sensitivity of the 
information, the likelihood of disclosure if additional safeguards are 
not employed, the cost of employing additional safeguards, the 
difficulty of implementing the safeguards, and the extent to which the 
safeguards adversely affect the lawyer's ability to represent clients 
(e.g., by making a device or important piece of software excessively 
difficult to use). A client may require the lawyer to implement special 
security measures not required by this Rule or may give informed 
consent to forgo security measures that would otherwise be required 
by this Rule

The Scope of the Duty of Confidentiality 

u The duty of confidentiality is far broader than the narrow 
duty underpinning the attorney-client privilege

u A lawyer owes a duty of care in protecting the 
confidences of a client, even those of a prospective 
client with whom no attorney-client relationship is 
formed. See ABA Comm. on Ethics and Professional 
Responsibility, Formal Op. No. 90-358, Sept. 13, 1990. 

uUnited States v. Morrell-Corrada, 343 F. Supp. 2d 
80, 88 (2004). 



584

2020 MIDWESTERN VIRTUAL BANKRUPTCY INSTITUTE

ABA Formal Opinion 477

u Seven factors to consider when determining the appropriate level of 
cybersecurity:

u The nature of the threat. 
u How client confidential info is stored and sent

u The use of reasonable electronic security measures.

u How electronic communications should be protected.

u The need to label client information as privileged and confidential.

u The need to train lawyers and nonlawyer assistants. 
u “The need to conduct due diligence on vendors who provide 

technology services. Guidance in this regard can be found in ABA 
Formal Opinion 08-451.

u ABA Formal Opinion 477 
https://www.americanbar.org/content/dam/aba/images/abanews/Formal
Opinion477.pdf

Limits of a Lawyer's Duties Under–Model Rule 5.3

u “A lawyer's duty is to take reasonable steps to protect 
confidential client information, not to become an expert 
in information technology,” and “[w]hen it comes to the 
use of cloud computing, the Rules of Professional Conduct 
do not impose a strict liability standard.”

uThe New Hampshire Bar
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Extra Security Measures are Appropriate

u Compliance with minimum standards of any kind--
including those delineated in ethics rules--should only be 
a starting point for effective cybersecurity practice”

uThe ABA Cybersecurity Handbook

Adapting to New Technologies

u Professionals must inform themselves 
of the risks of inadvertent or 
unauthorized disclosure of client’s 
cyber data and take reasonable and 
information-appropriate measures to 
reduce those risks
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Supervising Third Parties 

u A law firm's data security practices are only as strong as 
its weakest link

u Lawyers must make sure that law firm staff and external 
business partners understand necessary data security 
practices and the critical role all parties play in ensuring 
the protection of client information

It’s Not Just the Law Firm Anymore

u “To reflect the scope of the nonlawyer
services now being provided outside of 
firms,” Model Rule 5.3's commentary 
now references “cloud computing” as 
an example of modern outside help. 
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Personally Identifiable Information (PII)

u Safeguarding personally identifiable information in the 
possession of the government and preventing its breach 
are essential to ensure the government retains the trust 
of the American public 

uOMB memorandum Safeguarding Against and 
Responding to the Breach of Protecting Personally 
Identifiable Information (May 22, 2007)

Client Audits

u Clients (especially in highly regulated industries) are 
insisting that their lawyers take appropriate measures to 
protect proprietary, regulated, or confidential 
information
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Breach & Breach Reporting

What is a 
breach? 

• Hacking

• Phishing

• Malware

• Theft

• Misuse

How does a 
breach occur?

• Motive

• Opportunity

• Weak security

• Weak policies

Now what?

• Respond 
quickly

• Respond 
appropriately

• Preserve 
evidence

Protecting Valuable Client Information

Know 
Your Data

Technical 
Safeguards

Secure 
Vendors

Data Security 
Policies
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Who Should Be On Your Incident Response Team?

u Because the issue impacts almost every component of the 
organization, and failure to properly manage can result in 
both long and short term consequences, the team should 
include “C” level decision makers in the following areas: 

u Legal 

u IT

u Risk 
management/insurance

u HR

u Marketing

u Public relations

u Compliance & internal 
audit

u Physical security 

u Other executive, as 
appropriate

u Third party response 
services (e.g., forensics, 
privacy counsel, 
notification)

Why We Should Be Careful Using the Word “Breach”

u Using “breach” to describe a data-privacy related 
incident assumes the incident meets the definition of a 
security breach which triggers various notification 
requirements

u An “incident” does not always rise to the level of 
“breach” (i.e., encryption safe harbor)

u “Incident” is better received by the public than “breach”
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ABA Formal Opinion 483

u Lawyers’ Obligations After an Electronic Data Breach or 
Cyberattack

u data breach occurs when “material client confidential 
information is misappropriated, destroyed, or 
otherwise compromised, or where a lawyer’s ability to 
perform the legal services for which the lawyer is hired 
is significantly impaired.”

u ethical violation when “a lawyer does not undertake 
reasonable efforts to avoid data loss or to detect 
cyber-intrusion, and that lack of reasonable effort is 
the cause of the breach.”

Steps in a Breach Response

• Identify the incident or potential incident.
• Immediately report the incident or threat to the proper party.
• Secure and isolate affected systems to limit further data loss. 

Discovery & Reporting

• Preserve evidence. Convene the Incident Response Team in 
accordance with this Plan.

• Know your role. Coordinate investigation and remediation. 
• Gather information on the incident.

Initial Response

• Consider involving forensics team and outside counsel.
• Analyze the cause of the incident and the affected systems.
• Analyze legal requirements and liabilities going forward.

Investigation

• Comply with legal  requirements including breach notification.
• Remove known vulnerabilities; repairing systems. 
• Respond to third party inquiries. Consider contacting law 

enforcement.

Remediation

• Review analysis and notes regarding the incident.
• Improve practices as necessary.
• Improve policies as necessary.  

Post-Incident Review
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D
U

TY
 O

F
CO

M
PE

TE
N

CE

B RE A CH
• Material client confidential information misappropriated?
• Material client confidential information destroyed or otherwise compromised?
• Lawyer’s ability to perform legal services for which hired significantly impaired?

Breach  
response  

plan  
exists?

Rules 1.1, 5.1, 5.3

Execute Breach Response Plan
Promptly:

• Identify and evaluate any potential  
network anomaly or intrusion.

• Assess its nature and scope.
• Determine if any data or information may  

have been accessed or compromised.
• Quarantine the threat or malware.
• Prevent the exfiltration of information  

from the firm.
• Eradicate the malware.
• Restore the integrity of the firm’s network.

Also:
• Identify the breach response team  

members and their backups.
• Provide the means to reach team  

members at any time an intrusion is  
reported.

• Define the roles of each member.
• Outline the steps to be taken at each  

stage of the process.
• Designate the team member(s)  

responsible for each of those steps.
• Designate the team member charged with  

overall responsibility for the response.

Reasonable Efforts To Restore  
Computer Operations

• Restore the technology  
systems as practical.

• Implement new technology  
or new systems.

• Use no technology at all if the  
task does not require it.

Rule 1.6(c)

Rules 1.4, 8.4(c)

Determine What Happened
• Determine whether and which  

electronic files were accessed.
• Make reasonable efforts to  

determine what occurred during  
the breach.

• Gather sufficient information to  
ensure the intrusion has been  
stopped.

• Evaluate, to the extent  
reasonably possible, the data  
lost or accessed.

Y E S NO

A B A Lawyers’ Obligations After an
Formal Opinion 483 Electronic Data Breach or Cyberattack

Chart based on guidance published in  
American Bar Association Formal Opinion 483.

ABA Formal Opinion 483

u Need Reasonable Efforts to Prevent Against Breach

u Monitoring

u Creation of Incident Response Plan

u Restoration of operations to resume/continue client service

u Determine cause of breach and impact on client data

u Obligation to Provide Notice of Breach

u Ethical obligation to inform current clients of a breach that 
involves or likely involves material client confidential information

u Advise client regarding response plan, efforts taken to recover 
data, and any additional measures implemented to prevent future 
breach

u May also implicate state breach response laws
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• The sensitivity of the information.
• The likelihood of disclosure if additional  

safeguards are not employed.
• The cost of employing additional  

safeguards.
• The difficulty of implementing the  

safeguards.
• The extent to which the safeguards  

adversely affect the lawyer’s ability to  
represent clients.

Were “Reasonable Efforts” Made To Prevent Breach?

Nonexclusive factors to consider: “Reasonable” security standard:

• A  fact-specific approach.
• A  process to assess risks.
• Identifies and implements appropriate

security measures responsive to those
risks.

• Verifies that the measures are  
effectively implemented.

• Ensures that the measures are  
continually updated in response to new  
developments.

Rule 1.6

Duty of  

confidentiality  

violated

Report only what is  

reasonably necessary 

for law enforcement  

to assist

May disclose within  

full scope of consent

Did client

consent to

disclosure?

Rule 1.6

Report to Law Enforcement?

Consider:

• Whether client would object to disclosure.
• Whether client would be harmed by disclosure.
• Whether reporting the theft of data benefits  

the client by assisting in ending the breach or  
recovering stolen information.

Y E S

Y E S

NO

NO
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Initial Steps

50

1 Maximize Cash

2 Develop Vendor Strategy

3 Evaluate Legal Protections

Business 
Resiliency 

During COVID-
19 Pandemic

49
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u Now more than ever, it is critical that companies maintain a 
strong relationship and open communication with their lender. 
Being able to identify potential issues early and work with 
lenders to develop collaborative solutions will allow a company 
to maintain its access to capital. Particularly if covenant 
breaches or other defaults are anticipated, it is important to 
be communicative and transparent with lenders in order to 
develop a plan to address these issues before they become 
impediments to borrowing (such as through requesting waivers 
or extensions, or for more significant or multiple breaches, 
requesting modifications to key covenants and loan terms).

52

1 Maximize Cash — Communicate with 
Lenders

u When updating a company’s financial forecasts and models in 
the coming weeks and months, it is important to understand 
the loan documents governing the line of credit and the 
impact changes to a company’s financial outlook may have on 
its line of credit. It is critical to complete a detailed review of 
the loan documents (and particularly any financial covenants 
that govern drawing on or maintaining the loan) so that 
potential breaches of financial covenants can be identified 
early on that, if unaddressed, could impair the company’s 
ability to satisfy the conditions required to access the line.

51

1 Maximize Cash — Understand Loan 
Documents
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u Committed credit facilities almost universally contain conditions 
precedent, which the company must satisfy in order to 
contractually obligate the lender(s) to fund a requested advance 
on the line of credit. Therefore, it is critical for companies to 
understand these funding conditions to ensure that the company 
will be able to satisfy them in order to borrow on the line and 
manage key timing considerations. For example, it may become 
clear through new financial information that the company will 
not be able to satisfy a certain condition in the near future, 
which could necessitate the company needing to borrow earlier 
rather than later before a default may result in restricted access 
to the line.

54

1 Maximize Cash — Assess Conditions on 
Borrowing

u Committed credit facilities almost universally contain conditions 
precedent, which the company must satisfy in order to 
contractually obligate the lender(s) to fund a requested advance 
on the line of credit. Therefore, it is critical for companies to 
understand these funding conditions to ensure that the company 
will be able to satisfy them in order to borrow on the line and 
manage key timing considerations. For example, it may become 
clear through new financial information that the company will 
not be able to satisfy a certain condition in the near future, 
which could necessitate the company needing to borrow earlier 
rather than later before a default may result in restricted access 
to the line.

53

1 Maximize Cash — Assess Conditions on 
Borrowing
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u Extend vendor payments to maximum acceptable terms.

u Determine which vendors are critical to continued 
operation of the business.  Prioritize payments to these 
vendors.

u Consider how you will respond to signs of distress from 
key parties, including lenders, suppliers, lessees, and 
vendors to minimize adverse impacts on your operations.

56

2 Develop Vendor Strategy

u Customary conditions on borrowing include (1) the absence of 
defaults, including compliance with affirmative and negative 
covenants, and (2) the accuracy of the representations and 
warranties contained in the loan documents, including 
representations as to the continued solvency of the company, 
and the absence of events, conditions (financial or otherwise), or 
changes that have had or could reasonably be expected to have a 
material adverse effect on the company. The determination of a 
material adverse effect is very fact specific analysis, so the 
elements of this defined term in the loan documents should be 
carefully reviewed. For companies that are borrowing under an 
asset-based loan, there are often additional conditions 
precedents, covenants, and lender requirements that will need 
to be met in order to receive an advance. 55

1 Maximize Cash — Assess Conditions on 
Borrowing (cont’d)
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u A global pandemic such as COVID-19 would seem likely to 
qualify as an event which is unforeseeable and beyond 
the parties’ control, but the inquiry does not stop with 
the nature of the event. Rather, the key is the specific 
impact on the contracting parties, and in particular, 
whether performance is truly prevented versus made 
more difficult or expensive. Absent express contractual 
language, changes in market conditions or economic 
hardship are likely to be insufficient to establish force 
majeure, even if they are the result of some unforeseen 
or uncontrollable event.

58

3 Evaluate Legal Protections — Force 
Majeure

u Payment processors often require businesses (merchants) 
to maintain a stipulated minimum balance in a reserve 
account, to protect themselves against payments-related 
risks. These reserve requirements are sometimes 
stipulated up front for low-volume merchants but more 
commonly are put in place (or increased) as a result of 
the occurrence of certain triggering event.

57

2 Develop Vendor Strategy — Payment 
Processor Reserves
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Continuing Actions

60

1

2

3

Establish Clear Communications

Evaluate Supply Chain Vulnerabilities

Consider Restructuring Alternatives

u Material adverse change clauses may excuse the delay, 
postponement, or even the termination of contractual 
obligations.

u The party invoking the clause is subject to a heavy 
burden.

u Requires unanticipated event that could not have been 
foreseen or guarded against in the contract.

u Adverse change must be material, e.g., pose a 
substantial threat to a party’s financial condition in a 
durationally significant manner

59

3 Evaluate Legal Protections — Material 
Adverse Changes
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Signs and symptoms of stress

u Difficulties with sleep

u Low energy and motivation

u Sadness

u Nervousness

u Difficulties with concentration

u Questioning one’s abilities

u Feeling easily annoyed or irritable

62

Taking Care of Your Mental Health
Mental health is an important part of overall health 
and wellbeing. It affects how we think, feel, and 
act. It may also affect how we handle stress, relate 
to others, and make choices during an emergency.
People with pre-existing mental health conditions or substance use disorders
may be particularly vulnerable in an emergency. Mental health
conditions (such as depression, anxiety, bipolar disorder, or schizophrenia)
affect a person’s thinking, feeling, mood or behavior in a way that influences
their ability to relate to others and function each day. These conditions may
be situational (short-term) or long-lasting (chronic). People with preexisting
mental health conditions should continue with their treatment and be aware
of new or worsening symptoms.

61



600

2020 MIDWESTERN VIRTUAL BANKRUPTCY INSTITUTE

Helping children deal with stress
u Depending on the age and personality of the child, stress can be handled differently. 

Children may show:

u Defiance

u Disrespect

u Complaining

u Fighting

u Not wanting to leave your side

u Ignoring

u Helping children cope with a crisis includes:
u Using words to describe what they are feeling

u Encouraging slow, deep breathing

u Coming up with a list of fun activities to do when they are worrying or scared

u Finding a spot/room where the child/teenager can go when they need a “calming time” and 
it is just theirs

u Keeping to a routine/structure

u Finding new fun and creative projects to do as a family but also individually 64

Healthy ways to cope with stress
Know what to do if you are sick and are concerned about COVID-19. Contact a health 
professional before you start any self-treatment for COVID-19.

Know where and how to get treatment and other support services and resources, including 
counseling or therapy (in person or through telehealth services).

Take care of your emotional health. Taking care of your emotional health will help you think 
clearly and react to the urgent needs to protect yourself and your family.

Take breaks from watching, reading, or listening to news stories, including those on social 
media. Hearing about the pandemic repeatedly can be upsetting.

Take care of your body.

Take deep breaths, stretch, or meditate 

Try to eat healthy, well-balanced meals.

Exercise regularly.

Get plenty of sleep.

Avoid excessive alcohol and drug use.

Make time to unwind. Try to do some other activities you enjoy.

Connect with others. Talk with people you trust about your concerns and how you are feeling.
63
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THANK YOU

65
25



AMERICAN BANKRUPTCY INSTITUTE

603

What are lawyers to do in a major disaster? 
 

Written by:  Hon. Mildred Cabán 
U.S. Bankruptcy Court 
San Juan, Puerto Rico 

 
Disaster, whether natural or man-made, could happen to anyone, at any time or place.  A lawyer 

could be faced with the reality of property damage, no electricity or no internet connection.  Along with 
trying to resume business activities, there may be concerns with obtaining basic provisions such as water, 
food and fuel. Many lawyers in the District of Puerto Rico faced these hardships and much worse during 
the wake of Hurricane Maria. Some were displaced temporarily due to lack of necessities in order to 
protect and to provide for their families.  Others helped each other during the crisis.   

 
I hope that no one suffers the fury of a weather phenomenon or  encounters an unexpected man-

made emergency.  The reality is that we are not immune to emergencies.  While we may not be able to 
prevent disasters, we can take measures to protect our families, property and workplace.  I ask the 
following questions---Are you ready? Is your workplace prepared? Do you know your ethical 
responsibilities before and after a disaster strikes?     
 

After the devasting hurricanes and wildfires of 2017, the Standing Committee on Ethics and 
Professional Responsibility of the American Bar Association (ABA) released a formal opinion on ethical 
obligations related to disasters in order to help lawyers understand their duties when a disaster strikes.1  
Communication is one of the starting points for recovery in the aftermath of a disaster. The opinion 
reminds lawyers of their duty to communicate with clients. Rule 1.4 of the ABA Model Rules of 
Professional Conduct requires that “[a] lawyer shall…keep the client reasonably informed about the status 
of the matter” and “promptly comply with reasonable request for information.” 2   Model Rule 1.3  
mandates that lawyers shall act with reasonable diligence and promptness in representing clients. After a 
disaster occurs, the federal courthouse and the clerk’s office may be temporarily inaccessible.  The courts 
generally issue orders suspending or extending deadlines, including prescriptive and preemptive periods.  
Hearings may have to be rescheduled due to the emergency conditions.  The Rules do not allow lawyers 
to be disconnected from their clients and their cases, even after a disaster has occurred.   
 

To avoid becoming a disconnected lawyer, the ABA Opinion recommends that lawyers maintain 
a paper list of current clients and their contact information as well as having this information stored in a 
manner that is easily accessible.  Lawyers cannot rely solely on having the information in the computer or 
“in the cloud” because telecommunications could fail, or systems can be damaged in a disaster.  “If 
Internet access to files is provided through a cloud service, the lawyer should (i) choose a reputable 
company, and (ii) take reasonable steps to ensure that the confidentiality of client information is 
preserved, and that the information is readily accessible to the lawyer.”3  By the same token, lawyers 
cannot just have the information on paper due to the possibility of water, wind or fire damage.  The key 
to preserving clients’ data is redundancy, by having important information stored electronically and on 

 
1 ABA Comm’n on Ethics and Prof’l Responsibility,  Formal Op. 482 (2018)[hereinafter referred to as “ABA 
Opinion”]. 
2 Unless expressly stated otherwise, all references to “Rule” or “Model Rule” shall be to the ABA Model Rules of 
Professional Conduct as amended by the ABA House of Delegates through 2018.   
3 ABA Opinion at 4. 
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paper.  Another suggested tip for maintaining communication is to include the lawyer’s emergency 
contact information in the fee agreement or engagement letter.   
 

Prior to any disaster, lawyers need to protect documents, funds and other property that are held 
for clients or third parties.4  Client files and documents may be lost or destroyed in an impacted area.  
Responsibilities will depend on the status of the affected clients and the nature of the stored document.  
There is a duty to communicate with current and former clients regarding the loss of documents with 
intrinsic value, such as original executed wills, etc.5  When a current client or former client requests 
information about their documents (whether having intrinsic value or not), the lawyer must be 
forthcoming and answer honestly. 6   The ABA Opinion recommends that lawyers “should consider 
returning all original documents and documents with intrinsic value created by the lawyer as a result of 
the representation to clients at the end of the representation to avoid [making reasonable efforts to 
reconstruct lost documents of intrinsic value].”7 
  

Even under dire circumstances, like power and telecommunication failures, lawyers must “make 
reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized access to, 
information relating to the representation of the client,” as required by Model Rule 1.6(c).  Competent 
representation means that a “lawyer should keep abreast of changes in the law and its practice, including 
the benefits and risks associated with relevant technology,” as espoused in Comment 8 of Model Rule 1.1.  
Lawyers must keep up with technology as it impacts their law practice and thus cannot afford to stay in 
the dinosaur era. 
 

If the law office or the lawyer suffers damages or injuries from a disaster that impacts the ability 
to represent clients, then the lawyer may have to withdraw from those legal representations.  Model Rule 
1.16(a)(2) or (b)(7) requires withdrawal of legal representation when “the lawyer’s physical or mental 
condition materially impairs the lawyer’s ability to represent clients” or for “other good cause.”  Part of 
the recovery stage is assessing the needs of the client for immediate legal services and the lawyer’s ability 
to provide those services on a timely basis. 
 

Displaced lawyers who are considering practicing law outside their jurisdiction need to proceed 
with caution. The ABA Model Rule on Provision of Legal Services Following Determination of Major 
Disaster indicates that the displaced lawyers “may provide legal services in [another] jurisdiction on a 
temporary basis … if permitted by the highest court of the … jurisdiction.”8  This rule has not been adopted 
in all jurisdictions.  For example, after Hurricane Harvey in 2017, the Texas Supreme Court adopted certain 
requirements that were like the ABA Model Rule.9  
 

On the other side, laywers from unaffected jurisdictions who may want to provide legal services 
to survivors may do so, only if they are allowed by the affected jurisdiction’s law, rules or by order of the 
highest court. The ABA Opinion provides some guidance regarding pro bono representation of survivors 
through a non-profit bar association, pro bono program, legal services program or any other entity 

 
4 ABA Model Rule 1.15(a). 
5 See Model Rules of Prof’l Conduct R. 1.4 (2018); NY City Bar Ass’n Formal Op. 2015-6 (2015).   
6 NY City Bar Ass’n Formal Op. 2015-6 (2015). 
7 ABA Opinion at 9. 
8 ABA Model Court Rule on Provision of Legal Services Following Determination of Major Disaster, at 1-2 (2007). 
9 Amended Emergency Order After Hurricane Harvey Permitting Out-of-State Lawyers to Practice Texas Law 
Temporarily, Misc. Docket No. 18-9029 issued by the Supreme Court of Texas on February 26, 2018. 



AMERICAN BANKRUPTCY INSTITUTE

605

designated by the courts in the impacted jurisdiction.  Lawyers should remember that they are still bound 
by rules on advertising and solicitation even in the aftermath of a disaster.10 
 

During difficult and literally dark times, lawyers need to keep calm and be optimistic.  Do not 
become hardened and bitter.  Be civil to your opponent especially if you have all the benefits of electricity, 
internet and no damages, but your opponent does not.  Six weeks after Hurricane Maria, our courthouse 
was reopened for hearings.  In the first case on the calendar, all the attorneys appeared, and they had 
filed a joint motion.  After discussing the issues of the case, I thanked them for being prepared under the 
horrific circumstances that we all faced.  The lawyers then began to explain their individual circumstances 
of either not having electricity, internet or both.  They thanked the one attorney who had these vital 
services and opened his office to the attorneys to discuss the case and file their joint motion.  In another 
case, one chapter 7 trustee was grateful to his fellow trustee who allowed him to work from his office so 
that he could fulfill the responsibility of administrating his bankruptcy estates. That day and many other 
days, my face beamed with joy and pride with the civility displayed by the members of the bar in our 
district.  
 

Therefore, before any disaster happens, lawyers need to have a plan to continue with their law 
practice and to protect their clients’ files.  If there is a plan in place, please be sure to update it and practice 
it.  After surviving a traumatic experience, lawyers must comply with ethical responsibilities by 
maintaining competence and diligence in providing legal services to clients who are suffering, too.   

 
Be safe, keep calm, maintain a healthy disposition and work ethically before and after a disaster.   
 

 
 
 

 
10 ABA Model Rule 7.3.  See The Florida Bar v. Wolfe, 759 So.2d 639 (Fla. 2000)(Lawyer suspended for one year for 
soliciting clients by passing out brochures in affected areas in wake of tornados.). 
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EMERGENCY PREPAREDNESS, RESPONSE AND RECOVERY 

By Chief Judge Mildred Cabán 

An emergency - whether man-made or a natural disaster - may impact your area.  A 
significant emergency may cause the courthouse and your workplace to close for a temporary 
or an extended period.  The reopening of the courthouse doors to the public is vital for a stable 
society. The reopening of your law practice is important for your livelihood.     

After an emergency, the goal is to reopen the courts and your law practice as soon as 
practicable.   Having the courthouse doors open as soon as possible is essential for protecting 
individuals, families, businesses and public institution as well as maintaining social stability.  28 
U.S.C. § 452 (“All courts of the United States shall be deemed always open for the purpose of 
filing proper papers, issuing and returning process, and making motions and orders. . .”). For 
example, issues of personal safety, due process and property rights may need to be addressed 
in the immediate aftermath of an emergency. Parties whose claims are bound by statute of 
limitations need access to the courts to protect their interests.  When necessary, courts may 
issue orders tolling and extending deadlines. The court provides a service to a public that may 
need immediate access, especially in the face of disasters or acts of terrorism.   

The best way to reopen your law practice, protect life and property after a disaster is 
through preparation.  By being prepared, we are better able to respond in any emergency 
whether manmade or a natural disaster and to recover from its impact.     

ASSESSMENT 

The first step in protecting life and property is to assess what risk(s) your location may 
be exposed to in the future.  Disasters come in many forms. Your area may be exposed to one 
or more risks of emergency disaster.  For example, California is exposed to wildfires and 
earthquakes.  Other areas, like Texas, Louisiana, Florida and Puerto Rico, are exposed to certain 
risks on a seasonal basis like tornados and hurricanes.  Your area may also be located in a flood 
zone area. Other jurisdictions have experienced terrorist attacks, like New York and Oklahoma. 
Moreover, in today’s modern world we can face disasters in the form of diseases, like the 
current COVID-19 pandemic.  

PREPAREDNESS FOR EMERGENCY/DISASTER  

After you have assessed the risk(s) that your area may be exposed to, then the next step 
is to prepare as best as you can under the circumstances.  Preparation involves gathering 
information about hazards, creating a plan, practicing and maintaining your plan. 



AMERICAN BANKRUPTCY INSTITUTE

607

2 
 

All courts are required to have an updated Occupant Emergency Plan (OEP) and a 
Continuity of Operations Plan (COOP) in place for their court facilities.  All individuals should 
have a Family Plan.  Law firms and solo practitioners should also have business 
continuity/disaster recovery plans.  

These plans should be periodically reviewed, especially after an incident.  In Puerto Rico, 
the Bankruptcy Court established a COOP plan in 2008 with the most recent revision in 2018 
after the devasting hurricane season of 2017.  Not only was it revised but our district created a 
hurricane guide for the District Court, the Bankruptcy Court, the U.S. Probation Office, and the 
Federal Public Defender Office.  If your area is prone to a potential risk, then consider 
developing a guide for that potential risk. 

OCCUPANT EMERGENCY PLAN 

A plan should contain the actions or procedures to be taken during an emergency at 
your workplace.  Plans, like the Occupant Emergency Plan, involve recognition, reaction and 
reporting: 

  Recognize 

• Situations that could lead to, or become, an emergency 
• Actual emergency situations 

  React 

• To ensure your safety and others 

  Report 

• To proper authorities from a safe location. 

Generally, an OEP covers the following types of emergencies:  HAZMAT spills/releases, 
natural disasters, evacuations, shelter-in-place, medical emergencies, fire, bomb threat, 
chemical/biological/radiological attack, cyber-attack, utility loss (blackout), and civil unrest.  The 
plan serves to reduce the threat to personnel, property and other assets within the facility in 
the event of an incident inside or immediately surrounding a facility by providing protocols for 
occupants to follow.   

Designated employees are assigned to undertake certain duties to ensure that 
personnel are moved quickly to safety, that property damage is minimized and that the proper 
authorities are notified in the event of an emergency.  
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BUSINESS CONTINUITY PLAN 

Unlike the Occupant Emergency Plan, the Business Continuity Plan is designed to 
continue work operations after an emergency incident.  It is triggered when the facility is not 
operational.   

All court personnel should be aware and have access to a copy of the OEP.  This plan 
provides up-to-date contact rosters for first responders and essential contacts.   

TIPS:  Place important phone numbers in your contact list on your mobile phone and have a 
printed paper form that is accessible in multiple locations such as your office and home.  Do 
not rely completely on technology because the impacted area may be without electricity or 
internet service.  Find out where your staff will take shelter and do not assume that they will 
be in their homes.  Consider other communication methods or options because traditional 
communication methods may fail. 

FAMILY PLAN 

Every family should prepare and practice a family emergency plan.  Like your work 
plans, the family plan should contain lists of contact information, work addresses, alternate 
meeting location, emergency numbers in your neighborhood as well as regional meeting places, 
school information, family information, medical contacts, insurance information and financial 
information. 

PRACTICE 

After preparing emergency plans, you need to practice them.  For work, training should 
be conducted to ensure that personnel understand the emergency procedures and perform 
drills that provide an opportunity to practice emergency procedures to ensure efficient 
response in the event of a real emergency.  For instance, in our district, it was discovered in a 
practice fire drill that a designated floor monitor was needed for the chambers wing of the 
building because the floor monitor could not cover the entire floor.  With training and practice 
drills, a designated official, like a floor monitor, will be familiarized with their duties if an 
incident were to happen.  Consider in your plans to designate alternates in the event the 
primary person is out of the office during the incident.   

Although the most common training is a practice fire drill, consider other type of drills 
like sheltering in place or the type of drills that will better prepare you for the type of risks your 
area may be exposed.     
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TIPS:  Timing yourself on how fast you can exit the building in the event of an emergency, like 
an active shooter. 

Part of your business continuity procedures should include the possibility of remote or 
telework options to support operations.  Periodically ensure that the staff is trained to telework 
in the event of an emergency that requires closing the facilities.   

Practicing drills should not be limited to work.  Your family plan should be shared and 
practiced by your family members.  Consider where the family will meet if a disaster occurs. 

No one should wait for an emergency to prepare themselves.  Gathering supplies should 
form part of your emergency planning.  

STOCK SUPPLIES   

Verify emergency supplies and provisions for your office and home in case you are 
unable to leave your home and lose utilities.  

Purchase emergency supplies for the type of incident your area is susceptible. For 
COVID-19, those emergencies supplies should be--face masks, face shields, hand sanitizers, 
alcohol swabs, disinfectant wipes, protective barriers, and/or temperature checks.  For 
hurricane season, the emergency supplies are water, can food, dry food, flashlights, batteries, 
especially D batteries, duct tape, medical supplies, and basic sanitation materials as well as a 
generator and satellite phone.   

Lawyers and their employees should prepare themselves and their properties.  There 
are supplies that can be purchased in advance of any emergency.  It is suggested that everyone 
have enough supplies, food and water for at least ten days. Attorneys should consider creating 
an intranet website for their employees. The intranet site should contain information regarding 
emergency preparedness that is accessible to staff.  The intranet site could contain the latest 
information about potential risks your area is likely to encounter.  For example, the site may 
provide information about epidemics, weather events, other natural disasters, or man-made 
disaster such as an active shooter or terrorism. You can place links to webpages from the 
Centers for Disease Control and Prevention and World Health Organization for COVID-19 and 
from FEMA for natural disasters. 

GO-BAG  

Prepare in advance a “go-bag” in the event of an evacuation order.  The “Go-Bag” 
should be placed in your home, workplace and vehicle.  Examples of COOP Go-Kit Categories 
are equipment, files, and/or reference materials that are needed to perform essential functions 
through telework or relocation to an alternate facility. Check out these sites for suggested 
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items to pack in your go-bag, http://jnet.ao.dcn/sites/default/files/pdf/Go-
Kit_Checklist_2008.pdf; https://www.ready.gov/built-a-kit/; https://www.fema.gov/mobile-
app.  An emergency preparedness bag may be purchased from the Red Cross or Amazon. 

FINANCIAL PREPAREDNESS 

Part of emergency planning is to have an emergency fund because disasters are costly.  
It is important to compile, review, safeguard and update important documents and paperwork.  
These could be destroyed by fire, water and wind. 

  Compile:  Gather important documents and contacts.  Use a checklist in 
identifying documents.  Print or download statements of your obligations.  Obtain originals or 
copies of important documents.  Take photos or videos prior to the disaster.  Keep cash in 
different amounts of dollar bills. 

            Review:  Review Insurance policies.  Consider purchasing flood insurance.  Visit  
www.usa.gov/topics/family-homes/insurance.shtml for additional tips on homeowners and 
renter’s insurance.  

  Safeguard:  Store paper and electronic copies of all files in a safe location.  
Consider fireproof and waterproof box or safe.  Store files in a password-protected format on a 
removable flash or external hard drive.  Visit www.us-cert.gov/ncas/tips/st04-019 to learn how 
to use electronic encryption to protect sensitive information. 

           Update: Revisit your emergency financial first aid kit.  See 
www.ready.gov/financial-preparedness. If your location is exposed to seasonal weather 
conditions, then the preparations should occur on or before the start of the season.  September 
is emergency preparedness month.  If your location is not exposed to seasonal weather 
conditions, here are some suggested schedule for routine review:  September Preparedness 
Month, tax season, or the beginning of the new year.   

SECURITY 

You work facilities may be a potential target of attacks.  It is important check that the 
security system is working in your workplace.  The following items should be reviewed during 
the daytime and nighttime to ensure that they are functioning properly in and around the 
facility:  cameras, video monitoring equipment, and lighting.   

For your personal security, you should be alert and be aware while you are walking 
outside.  Keep focus on your surroundings such as walking with purpose and confidence.  Make 
casual eye contact with others.  Keep your hands free; so, put away your cell phone when 
walking outside.  Trust your instincts and ask for help.   
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Emergencies are not limited to the workplace and at home. Emergencies may occur 
while traveling abroad.  The U.S. Department of State recommends that all travelers enroll in 
the Smart Traveler Enrollment Program (STEP).  It is a free service that allows U.S. Citizens and 
nationals traveling abroad to enroll their trip with the nearest U.S. Embassy or Consulate.  You 
will receive important information about safety conditions, help the U.S. Embassy contact you 
in an emergency, whether natural disaster, civil unrest, or family emergency and help your 
family get in touch with you in an emergency.   

TIPS:  All employees should know the location of their nearest fire alarm pull station and 
defibrillators.   

WEATHER PROOFING   

In preparing your workplace, consider covering your computers with plastic bags for an 
upcoming storm.  In preparing your home, consider trimming limbs/trees, clearing clogged 
gutters, retrofit to secure and reinforce the roof, windows, and doors, including the garage 
doors and purchase a portable generator or install generator for use during power outages.   

RESPONSE DURING THE EMERGENCY/DISASTER 

During ongoing emergency or disaster, remember to be calm, stay safe, respond to 
warnings and stay informed.   

         Be Calm:  The first basic rule is to remain calm.  Panic is contagious.  Being calm 
during the “storm” will have a calming effect on others.   

        Stay safe:  Follow the safety protocols for that event.  For instance, during an 
earthquake that is happening, remember to drop, cover and hold. 

       Respond to Warnings:  Follow the instructions from local officials and from your 
emergency response team. 

      Stay informed:  Keep listening to the radio, television or using mobile devices to get 
the latest update.  For example, in a tropical storm, use a hurricane map and plot the 
coordinates of the storm from news report.  

Consider the relocation of employees to reestablish or continue with essential functions 
during and after emergencies.  For Hurricane Maria, the bankruptcy court happened to have a 
judge in New York City and the chief deputy clerk in Washington, D.C. who helped handle any 
emergency court filings and logistics.  Generally, large law firms have satellites offices. 
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RECOVERY AFTER THE EMERGENCY/DISASTER 

 Follow Instructions:  Follow the protocols established in the plan and wait for 
emergency announcements and instructions by the appropriate authorities.  The appropriate 
officials designated in the plan will assess the impact on the facilities and staff.   

 Keep safe and take care of yourself:  Check yourself for injuries before helping others 
who are disabled, injured, or trapped.  Do not move seriously injured people unless they are in 
immediate danger or further injury.  Do not leave the protected area unless other immediate 
hazards emerge.  Contact the local or federal disaster relief service to help with immediate 
needs.   

TIPS:  Arrange for posttraumatic counseling services or debriefing sessions for your staff to 
help recover from the emergency incident.  Medical plans generally provide these services for 
free to employees.  These sessions can be conducted live and virtually. 

 Report any damages: Report any damages to work property so that needed repairs 
and/or recovery can commence.  Report any damages to personal and real property to your 
insurance.  

 Stay Informed:  Listen for current information.  The local media will provide evacuation 
details and shelter locations.  Make sure your battery-powered radio is functioning and 
maintain extra batteries for your radio and for your portable devices.  There are rechargeable 
batteries and solar batteries that can be used for electronic devices.    

 Communication:  Establish communication with staff and determine their welfare (i.e. 
food, water, transport, locating unaccounted for family members, etc.).  Generally, traditional 
methods may be used to communicate with staff such as telephone, emails, or mobile phones.  
Depending on how telecommunications may be impacted in the area, you need to pursue other 
forms of communications, radio, television, emergency alert system, satellite phones, etc. 

Establish communication with your staff, client and the judiciary.  Consider multiple 
methods of communications such as blast emails, texts or news media.  Your local courthouse 
may  make wi-fi available for attorneys, if internet service is spotty or poor, as well as allowing 
paper filings, and even handwritten motions, if electricity services are down. 

Build relationships with the federal, state and local emergency management agencies.   

Wait and Watch:  Wait until the area is declared safe before venturing outdoors.  Wait 
before drinking tap water until officials declare the water supply is safe to drink.  Watch for 
closed roads, weakened bridges and moving water on roads and on the ground. Watch and 
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avoid downed power lines and moving water. Wear appropriate clothing and footwear during 
debris removal.  

 Update:  Review your plans after an incident and update with the lessons learned from 
the experience. 

 Mental Health:  During the recovery stage, you or your staff may have suffered traumas 
from the disastrous incident.  It is important to remember that support, comfort and help are 
available through your healthcare provider and your office may consider arranging to have a 
general discussion and debriefing after an emergency.  Suicide prevention hotlines are available 
24 hours a day, seven days a week to help a person in distress.   

“Stay Informed, Stay Connected, Stay Safe!” 
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PREPARING FOR NATURAL DISASTERS  
   

BUSINESS CONTINUITY PLAN 
 

Preparedness Planning for Your Business 

Businesses and their staff face a variety of hazards: 

• Natural hazards like floods, hurricanes, tornadoes, and earthquakes. 

• Health hazards such as widespread and serious illnesses like the flu. 

• Human-caused hazards including accidents and acts of violence. 

• Technology-related hazards like power outages and equipment failure. 

There is much that a business leader can do to prepare his or her organization for the most likely 
hazards. The Ready Business program helps business leaders make a preparedness plan to get ready for 
these hazards. 

Ready Business Toolkits 

The Ready Business Toolkit series includes hazard-specific versions for earthquake, hurricane, inland 
flooding, power outage, and severe wind/tornado. Toolkits offer business leaders a step-by-step guide 
to build preparedness within an organization. Each toolkit contains the following sections: 

• Identify Your Risk 

• Develop A Plan 

• Take Action 

• Be Recognized and Inspire Others 

Business Emergency Preparedness Social Media Toolkit 

The Business Emergency Preparedness Social Media Toolkit has safety and preparedness messages you 
can share on your social media channels. 

• Business Emergency Preparedness Social Media Toolkit 

Earthquake “QuakeSmart” Toolkit 

Unlike other natural disasters, earthquakes occur without warning and cannot be predicted. Most of the 
United States is at some risk for earthquakes, not just the West Coast, so it is important that you 
understand your risk, develop preparedness and mitigation plans, and take action. 
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• QuakeSmart Ready Business Toolkit 

• Spanish Ready Business QuakeSmart Toolkit 

Hurricane Toolkit 

Many parts of the United States, including Atlantic and Gulf of Mexico coastal areas, Hawaii, parts of the 
Southwest, Puerto Rico, the Pacific Coast, and the U.S. Virgin Islands and territories in the Pacific may 
be directly affected by heavy rains, strong winds, wind-driven rain, coastal and inland floods, tornadoes, 
and coastal storm surges resulting from tropical storms and hurricanes. The Ready Business Hurricane 
Toolkit helps leaders take action to protect employees, protect customers, and help ensure business 
continuity as well. 

• Hurricane Ready Business Toolkit 

• Spanish Hurricane Ready Business Toolkit 

Inland Flooding Toolkit 

Most of the United States is at some risk for flooding, so it is important that organizations, businesses, 
and community groups understand the potential impacts. 

• Inland Flooding Ready Business Toolkit 

• Spanish Ready Business Inland Flooding Toolkit 

Power Outage Toolkit 

While a Power Outage may not seem as dangerous as a tornado or earthquake, they can still cause 
damage to homes, businesses and communities. Power Outages cost the U.S. economy $20 billion and 
$55 billion annually and continue to increase each year (CRS, 2012). 

• Power Outage Ready Business Toolkit 

• Spanish Ready Business Power Outages Toolkit 

Severe Wind/Tornado Toolkit 

It is not just in Tornado Alley. Most of the United States is at some risk for severe wind and tornadoes 

• Severe Wind Tornado Ready Business Toolkit 

• Spanish Ready Business Severe Wind Tornado Toolkit 

 

Ready Business Workshop “How-To” Guide 

This “How-To” guide explains how to plan for and deliver effective Ready Business workshops. 

• How-To Ready Business Toolkit 
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Ready Business Videos 

The Ready Business Program provides leaders with the tools to plan, take action, and become a Ready 
Business. The program addresses several key parts of getting ready, including Staff, Surroundings, 
Physical space, Building Construction, Systems, and Service. These videos briefly explain each concept. 

  

• Ready Business Program Staff/Employee Management Video 

• Ready Business Program Physical Surroundings Video 

• Ready Business Program Building Construction Video 

• Ready Business Program Systems Video 
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FAMILY PLAN 
Make A Plan  

Plan today. Your family may not be together if a disaster strikes, so it is important to know which types 
of disasters could affect your area. Know how you’ll contact one another and reconnect if separated. 
Establish a family meeting place that’s familiar and easy to find. 

Step 1: Put a plan together by discussing the questions below with your family, friends or 
household to start your emergency plan. 

1. How will I receive emergency alerts and warnings? 

2. What is my shelter plan? 

3. What is my evacuation route? 

4. What is my family/household communication plan? 

5. Do I need to update my emergency preparedness kit? 

6. Check with the Centers for Disease Control (CDC) and update my emergency plans due 
to Coronavirus.  

o Get masks (for everyone over 2 years old), disinfectants, and check my sheltering plan. 

Step 2:  Consider specific needs in your household. 

As you prepare your plan tailor your plans and supplies to your specific daily living needs and 
responsibilities. Discuss your needs and responsibilities and how people in the network can assist each 
other with communication, care of children, business, pets or specific needs like operating medical 
equipment. Create your own personal network for specific areas where you need assistance. Keep in 
mind some these factors when developing your plan: 

• Different ages of members within your household 

• Responsibilities for assisting others 

• Locations frequented 

• Dietary needs 

• Medical needs including prescriptions and equipment 

• Disabilities or access and functional needs including devices and equipment 

• Languages spoken 

• Cultural and religious considerations 

• Pets or service animals 
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• Households with school-aged children 

Step 3: Fill out a Family Emergency Plan 

Download and fill out a family emergency plan or use it as a guide to create your own. 

• Emergency Plan for Parents (PDF) 

Step 4: Practice your plan with your family/household 

Associated Content 

• Family Emergency Communication Guide (PDF) 

• Family Communication Plan Fillable Card (PDF) 

• Emergency Plan for Families or (PDF) 

• Emergency Plan for Kids or (PDF) 

• Emergency Plan for Commuters (PDF) 

• Pet Owners (PDF) 

• Family Emergency Communication Planning Document (PDF) 

• Family Emergency Communication Plan Wallet Cards (PDF) 

• Know Your Alerts and Warnings (PDF) 

• Protect Critical Documents and Valuables (PDF) 

• Document and Insure Your Property (PDF) 

• Emergency Financial First Aid Kit (PDF) 

• Consumer Financial Protection Bureau Disaster Checklist (PDF) 

• Make a Plan (Video) 
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EMERGENCY PROCEDURES 
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FLOODS 
 

The FEMA  Flood Zone Map serves to help a person determine whether you work or reside in a 
moderate to high hazard flood zones.  

FEMA Flood Zone Map:  https://www.floodpartners.com/products 

 

 

Flooding is a temporary overflow of water onto land that is normally dry. Floods are the most common 
natural disaster in the United States. Failing to evacuate flooded areas or entering flood waters can lead 
to injury or death. 

Floods may: 

• Result from rain, snow, coastal storms, storm surges and overflows of dams and other water 
systems. 

• Develop slowly or quickly. Flash floods can come with no warning. 

• Cause outages, disrupt transportation, damage buildings and create landslides. 

 IF YOU ARE UNDER A FLOOD WARNING, FIND SAFE SHELTER RIGHT AWAY 

• Do not walk, swim or drive through flood waters. Turn Around, Don’t Drown! 

o Just six inches of moving water can knock you down, and one foot of moving water can 
sweep your vehicle away. 
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• Stay off of bridges over fast-moving water. 

• Depending on the type of flooding: 

o Evacuate if told to do so. 

o Move to higher ground or a higher floor. 

o Stay where you are. 

HOW TO STAY SAFE WHEN A FLOOD THREATENS 

Prepare NOW 

• Make a plan for your household, including your pets, so that you and your family know what to 
do, where to go, and what you will need to protect yourselves from flooding and COVID-19. 

• Build a “Go Kit” of the supplies you will need if you have to quickly evacuate your home. 

• Know types of flood risk in your area. Visit FEMA’s Flood Map Service Center for information. 

• Sign up for your community’s warning system. The Emergency Alert System (EAS) and National 
Oceanic and Atmospheric Administration (NOAA) Weather Radio also provide emergency 
alerts. Sign up for email updates and follow the latest guidelines about coronavirus from the 
Centers for Disease Control and Prevention (CDC) and your local authorities to prevent the 
spread of COVID-19. 

• If flash flooding is a risk in your location monitor potential signs, such as heavy rain. 

• Learn and practice evacuation routes, shelter plans, and flash flood response.  

o If you live in a storm surge flooding zone or a mandatory hurricane evacuation zone, 
make plans to stay with family and friends. Evacuate to shelters only if you are unable to 
stay with family and friends. Check with local authorities to determine which public 
shelters are open. Review your previous evacuation plan and consider alternative 
options to maintain social and physical distancing to prevent the spread of COVID-19. 

o Don’t forget to include your pet in your emergency plan. Remember that some 
evacuation shelters do not accept pets. 

• Gather supplies, including non-perishable foods, cleaning supplies, and water for several days, 
in case you must leave immediately or if services are cut off in your area. The CDC recommends 
having at least 3 days’ worth of supplies on hand, including one gallon of water per day for each 
person and pet. If you are able, set aside items like soap, hand sanitizer that contains at least 60 
percent alcohol, disinfecting wipes, and general household cleaning supplies that you can use to 
disinfect surfaces you touch regularly. After a flood, you may not have access to these supplies 
for days or even weeks. Keep in mind each person’s specific needs, including medication. Don’t 
forget the needs of pets. Include extra batteries and charging devices for phones and other 
critical equipment.  
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o Being prepared allows you to avoid unnecessary excursions and to address minor 
medical issues at home, alleviating the burden on urgent care centers and hospitals. 

o Not everyone can afford to respond by stocking up on necessities. If you can, make 
essential purchases and slowly build up supplies in advance so that you can leave longer 
time periods between shopping trips. This helps to protect those who are unable to 
procure essentials in advance of a disaster, like a flood or pandemic, and must shop 
more frequently. In addition, consider avoiding WIC-approved products so that those 
who rely on these products can access them. 

• Purchase or renew a flood insurance policy. Homeowner’s policies do not cover flooding. It 
typically takes up to 30 days for a policy to go into effect so the time to buy is well before a 
disaster. Get flood coverage under the National Flood Insurance Program (NFIP).  

• Keep important documents in a waterproof container. Create password-protected digital 
copies. 

• Protect your property. Move valuables to higher levels. Declutter drains and gutters. Install 
check valves. Consider a sump pump with a battery. 

Survive DURING 

• Depending on where you are, the potential impact, and the warning time given for flooding, go 
to the safe location that you have identified. If you are not able to shelter in place or with family 
or friends and must go to a public shelter, remember to bring items that can help protect you 
and others from COVID-19, such as hand sanitizer that contains at least 60 percent alcohol, 
cleaning materials, and two cloth masks per person. If you can, wash your face covering 
regularly. Children under 2 years old, people who have trouble breathing, and those who are 
unable to remove masks on their own should not wear them. 

• If told to evacuate, do so immediately. Never drive around barricades. Local responders use 
them to safely direct traffic out of flooded areas. 

• If you are sick and need medical attention, contact your healthcare provider for further care 
instructions and shelter in place, if possible. If you are experiencing a medical emergency, call 9-
1-1 and let the operator know if you have, or think you might have, COVID-19. If possible, put on 
a mask before help arrives. If staying at a shelter or public facility, alert shelter staff immediately 
so they can call a local hospital or clinic. 

• Listen to EAS, NOAA Weather Radio or local alerting systems for current emergency 
information and instructions regarding flooding and COVID-19. 

• Do not walk, swim or drive through flood waters. Turn Around. Don’t Drown! 

• Stay off bridges over fast-moving water. Fast-moving water can wash bridges away without 
warning. 

• If your car is trapped in rapidly moving water stay inside. If water is rising inside the car get on 
the roof. 
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• If trapped in a building go to its highest level. Do not climb into a closed attic. You may become 
trapped by rising floodwater. Only get on the roof if necessary and once there signal for help. 

Be Safe AFTER 

• Listen to authorities for information and instructions. Return home only when authorities say it 
is safe. 

• Avoid driving except in emergencies. 

• Be aware that snakes and other animals may be in your house. Wear heavy work gloves, 
protective clothing, and boots during clean up. Wear a mask and maintain a physical distance of 
at least six feet while working with someone else. Use an appropriate mask if cleaning mold or 
other debris. People with asthma and other lung conditions and/or immune suppression should 
not enter buildings with indoor water leaks or mold growth that can be seen or smelled. 
Children should not take part in disaster cleanup work. 

• Be aware of the risk of electrocution. Do not touch electrical equipment if it is wet or if you are 
standing in water. If it is safe to do so, turn off the electricity to prevent electric shock. 

• Avoid wading in floodwater, which can be contaminated and contain dangerous debris. 
Underground or downed power lines can also electrically charge the water. There is no evidence 
that COVID-19 can be transmitted through water; however, you should avoid contact with 
floodwaters. 

• Continue taking steps to protect yourself from COVID-19 and other infectious diseases, such as 
washing your hands often and cleaning commonly touched surfaces with disinfecting products. 

• Use a generator or other gasoline-powered machinery ONLY outdoors and away from windows. 

• Be available for family, friends, and neighbors who may need someone to talk to about their 
feelings. Many people may already feel fear and anxiety about the coronavirus 2019 (COVID-19). 
The threat of a flood can add additional stress. Follow CDC guidance for managing stress during 
a traumatic event and managing stress during COVID-19. You may need to talk to someone 
about your feelings, too. Don’t be afraid to reach out to friends, family, or professionals if you 
need help coping with your stress, anxiety, or sadness. 
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TORNADOES  
Tornadoes can destroy buildings, flip cars, and create deadly flying debris. Tornadoes are violently 
rotating columns of air that extend from a thunderstorm to the ground. Tornadoes can: 

• Happen anytime and anywhere; 

• Bring intense winds, over 200 MPH; and 

• Look like funnels. 

 IF YOU ARE UNDER A TORNADO WARNING, FIND SAFE SHELTER RIGHT AWAY  

• If you can safely get to a sturdy building, then do so immediately. 

• Go to a safe room, basement, or storm cellar. 

• If you are in a building with no basement, then get to a small interior room on the lowest level. 

• Stay away from windows, doors, and outside walls. 

• Do not get under an overpass or bridge. You’re safer in a low, flat location. 

• Watch out for flying debris that can cause injury or death. 

• Use your arms to protect your head and neck. 

HOW TO STAY SAFE WHEN A TORNADO THREATENS 

Prepare NOW 

• Know your area’s tornado risk. In the U.S., the Midwest and the Southeast have a greater risk for 
tornadoes. 

• Know the signs of a tornado, including a rotating, funnel-shaped cloud; an approaching cloud of 
debris; or a loud roar—similar to a freight train. 

• Sign up for your community’s warning system. The Emergency Alert System (EAS) and National 
Oceanic and Atmospheric Administration (NOAA) Weather Radio also provide emergency 
alerts. If your community has sirens, then become familiar with the warning tone. 

• Pay attention to weather reports. Meteorologists can predict when conditions might be right for 
a tornado. 

• Identify and practice going to a safe shelter, while following the latest social and physical-
distancing and other health safety guidelines from the Centers for Disease Control and 
Prevention and your local health authorities, in the event of high winds, such as a safe room 
built using FEMA criteria or a storm shelter built to ICC 500 standards. The next best protection 
is a small, interior, windowless room on the lowest level of a sturdy building. 
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• If you must go to a community or group shelter during severe weather, take hand sanitizer and 
disinfecting wipes to clean, disinfect, deodorize and remove allergens from surfaces. 

• Try to keep a safe distance away from others in the shelter if at all possible. 

 Survive DURING 

• Immediately go to a safe location that you identified. 

• Take additional cover by shielding your head and neck with your arms and putting materials 
such as furniture and blankets around you. 

• Listen to EAS, NOAA Weather Radio, or local alerting systems for current emergency 
information and instructions. 

• Do not try to outrun a tornado in a vehicle. 

• If you are in a car or outdoors and cannot get to a building, cover your head and neck with your 
arms and cover your body with a coat or blanket, if possible. 

Be Safe AFTER 

• Keep listening to EAS, NOAA Weather Radio, and local authorities for updated information. 

• If you are trapped, cover your mouth with a cloth or mask to avoid breathing dust. Try to send a 
text, bang on a pipe or wall, or use a whistle instead of shouting. 

• Stay clear of fallen power lines or broken utility lines. 

• Do not enter damaged buildings until you are told that they are safe. 

• Save your phone calls for emergencies. Phone systems are often down or busy after a disaster. 
Use text messaging or social media to communicate with family and friends. 

• Be careful during clean-up. Wear thick-soled shoes, long pants, and work gloves. 
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SNOWSTORMS & EXTREME COLD 
 

 

Winter storms create a higher risk of car accidents, hypothermia, frostbite, carbon monoxide poisoning, 
and heart attacks from overexertion. Winter storms and blizzards can bring extreme cold, freezing rain, 
snow, ice, and high winds. A winter storm can: 

• Last a few hours or several days; 

• Knock out heat, power, and communication services; and 

• Place older adults, young children, and sick individuals at greater risk. 

IF YOU ARE UNDER A WINTER STORM WARNING, FIND SHELTER RIGHT AWAY 

• Stay off roads. 

• Stay indoors and dress warmly. 

• Prepare for power outages. 

• Use generators outside only and away from windows. 

• Listen for emergency information and alerts. 

• Look for signs of hypothermia and frostbite. 

• Check on neighbors. 

HOW TO STAY SAFE WHEN A WINTER STORM THREATENS: 

Prepare NOW 

• Know your area’s risk for winter storms. Extreme winter weather can leave communities 
without utilities or other services for long periods of time. 

• Prepare your home to keep out the cold with insulation, caulking, and weather stripping. Learn 
how to keep pipes from freezing. Install and test smoke alarms and carbon monoxide detectors 
with battery backups. 

• Pay attention to weather reports and warnings of freezing weather and winter storms. Sign up 
for your community’s warning system. The Emergency Alert System (EAS) and National 
Oceanic and Atmospheric Administration (NOAA) Weather Radio also provide emergency 
alerts. 

• Gather supplies in case you need to stay home for several days without power. Keep in mind 
each person’s specific needs, including medication. Do not forget the needs of pets. Have extra 
batteries for radios and flashlights. 
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• Create an emergency supply kit for your car. Include jumper cables, sand, a flashlight, warm 
clothes, blankets, bottled water, and non-perishable snacks. Keep the gas tank full. 

• Learn the signs of, and basic treatments for, frostbite and hypothermia. 

Survive DURING 

• Stay off roads if at all possible. If trapped in your car, then stay inside. 

• Limit your time outside. If you need to go outside, then wear layers of warm clothing. Watch for 
signs of frostbite and hypothermia. 

• Avoid carbon monoxide poisoning. Only use generators and grills outdoors and away from 
windows. Never heat your home with a gas stovetop or oven. 

• Reduce the risk of a heart attack. Avoid overexertion when shoveling snow. 

• Watch for signs of frostbite and hypothermia and begin treatment right away. 

• Check on neighbors. Older adults and young children are more at risk in extreme cold. 

RECOGNIZE AND RESPOND 

• Frostbite causes loss of feeling and color around the face, fingers, and toes.  

o Signs: Numbness, white or grayish-yellow skin, firm or waxy skin 

o Actions: Go to a warm room. Soak in warm water. Use body heat to warm. Do not 
massage or use a heating pad. 

• Hypothermia is an unusually low body temperature. A temperature below 95 degrees is an 
emergency.  

o Signs: Shivering, exhaustion, confusion, fumbling hands, memory loss, slurred speech, 
or drowsiness 

o Actions: Go to a warm room. Warm the center of the body first—chest, neck, head, and 
groin. Keep dry and wrapped up in warm blankets, including the head and neck. 
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WILDFIRES 

Wildfires can ruin homes and cause injuries or death to people and animals. A wildfire is an 
unplanned fire that burns in a natural area such as a forest, grassland, or prairie. Wildfires can:

• Often be caused by humans or lightning.
• Cause flooding or disrupt transportation, gas, power, and communications.
• Happen anywhere, anytime. Risk increases with in periods of little rain and high winds.
• Cost the Federal Government billions of dollars each year.

IF YOU ARE UNDER A WILDFIRE WARNING, GET TO SAFETY RIGHT AWAY 

• Leave if told to do so.
• If trapped, call 9-1-1.
• Listen for emergency information and alerts.
• Use N95 masks to keep particles out of the air you breathe.

HOW TO STAY SAFE WHEN A WILDFIRE THREATENS 

Prepare NOW 

• Sign up for your community’s warning system. The Emergency Alert System (EAS) and 
National Oceanic and Atmospheric Administration (NOAA) Weather Radio also provide 
emergency alerts. Sign up for email updates about coronavirus from the Centers for 
Disease Control and Prevention (CDC). Check AirNow.gov for information about your 
local air quality.

• Know your community’s evacuation routes and find several ways to leave the area. Drive 
the evacuation routes while following the latest guidelines from the Centers for Disease 
Control and Prevention (CDC) and your state and local authorities to prevent the spread 
of COVID-19. Have a plan for pets and livestock. Remember that some shelters do not 
accept pets.

• Prepare for long-term social distancing by gathering emergency supplies. Include cleaning 
supplies, non-perishable foods, first aid supplies, and water. Consider gathering soap, 
hand sanitizer that contains at least 60 percent alcohol, household cleaning supplies, and 
masks to help slow the spread of COVID-19. Set aside supplies in case you must evacuate 
to your safe location. After a wildfire, you may not have access to these supplies for days 
or even weeks. Don’t forget the needs of pets. Keep in mind each person’s specific needs, 
including medication. Obtain extra batteries and charging devices for phones and other 
critical equipment. Being prepared allows you to address smaller medical issues at home, 
alleviating the burden on urgent care centers and hospitals. 

o Being prepared allows you to avoid unnecessary excursions and to address minor 
medical issues at home, alleviating the burden on urgent care centers and 
hospitals.
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o Remember that not everyone can afford to respond by stocking up on necessities. 
For those who can afford it, making essential purchases and slowly building up 
supplies in advance will allow for longer time periods between shopping trips. 
This helps to protect those who are unable to procure essentials in advance of the 
pandemic and must shop more frequently. In addition, consider avoiding WIC-
approved products so that those who rely on these products can access them.

o If you already have one at home, set aside a respirator, like an N95 respirator, to 
keep smoke particles out of the air you breathe. Respirators are not meant to fit 
children. Due to COVID-19, it may be difficult to find respirators. While cloth 
face coverings, surgical masks, and dust masks provide protection from exposure 
to COVID-19, they will not protect you from smoke inhalation. To ensure that 
healthcare workers have access to N95 respirators, it is best to limit your exposure 
to smoke rather than buy respirators.

• Designate a room that can be closed off from outside air. Close all doors and windows. 
Set up a portable air cleaner to keep indoor pollution levels low when smoky conditions 
exist.

• Keep important documents in a fireproof, safe place. Create password-protected digital 
copies.

• Use fire-resistant materials to build, renovate, or make repairs.
• Find an outdoor water source with a hose that can reach any area of your property.
• Create a fire-resistant zone that is free of leaves, debris, or flammable materials for at 

least 30 feet from your home.
• Review insurance coverage to make sure it is enough to replace your property.
• Pay attention to air quality alerts.

Survive DURING 

• Evacuate immediately if authorities tell you to do so. If possible, bring items with you 
when you evacuate that can help protect you and others from COVID-19 while sheltering. 
Examples include hand sanitizer that contains at least 60 percent alcohol, cleaning 
materials, and two cloth masks per person to prevent the spread of infection. 

o If you are unable to stay with family and friends and must stay at a shelter or 
public facility, take steps to keep yourself and others safe from COVID-19. Wash 
your hands often, maintain a physical distance of at least six feet between you and 
people who are not part of your household, wear a mask. If you can, wash your 
face covering regularly. Masks should not be worn by children under 2 years old, 
people who have trouble breathing, and people who are unconscious, 
incapacitated, or otherwise unable to remove the covering.

• If trapped, then call 911 and give your location, but be aware that emergency response 
could be delayed or impossible. Turn on lights to help rescuers find you.

• Pay attention to any health symptoms if you have asthma, COPD, heart disease, or are 
pregnant. If you are sick and need medical attention, contact your healthcare provider for 
further care instructions and shelter in place, if possible. If you are experiencing a medical 
emergency, call 9-1-1 and let the operator know if you have, or think you might have, 
COVID-19. If possible, put on a cloth face covering before help arrives. If staying at a 
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shelter or public facility, alert shelter staff immediately so they can call a local hospital or 
clinic.

• Listen to EAS, NOAA Weather Radio, or local alerting systems for current emergency 
information and instructions.

• If you already have an N95 mask, use this to protect yourself from smoke inhalation. N95 
masks also protect against the spread of COVID-19, however they should be reserved for 
healthcare workers. If are in a public cleaner air space or shelter, use a mask to help slow 
the spread of COVID-19.

• If you are not ordered to evacuate but smoky conditions exist, stay inside in a safe 
location or go to a community building where smoke levels are lower.

Be Safe AFTER 

• Listen to authorities to find out when it is safe to return, and whether water is safe to 
drink.

• Avoid hot ash, charred trees, smoldering debris, and live embers. The ground may contain 
heat pockets that can burn you or spark another fire. Consider the danger to pets and 
livestock. When cleaning, wear protective clothing, including a long-sleeved shirt, long 
pants, work gloves, appropriate cloth face coverings or masks, and sturdy thick-soled 
shoes during clean-up efforts. These will protect you from further injury from broken 
glass, exposed nails, and other objects. Use appropriate masks or respirators and maintain 
a physical distance of at least six feet while working with someone else to protect yourself 
from COVID-19. When cleaning up ash, use a respirator to limit your exposure. 

o People with asthma and/or other lung conditions should take precautions in areas 
with poor air quality, as it can worsen symptoms. Children should not help with 
clean-up efforts.

o Pay attention to any health symptoms if you or your children have asthma, COPD, 
heart disease, or are pregnant. Get to medical help if you need it.

• Continue taking steps to protect yourself from COVID-19 and other infectious diseases, 
such as washing your hands often and cleaning commonly touched surfaces.

• Send text messages or use social media to reach out to family and friends. Phone systems 
are often busy following a disaster. Make calls only in emergencies.

• Wear a NIOSH certified-respirator and wet debris down to minimize breathing dust 
particles.

• Document property damage with photographs. Conduct an inventory and contact your 
insurance company for assistance.

• Wildfires dramatically change landscape and ground conditions, which can lead to 
increased risk of flooding due to heavy rains, flash flooding and mudflows. Flood risk 
remains significantly higher until vegetation is restored—up to 5 years after a wildfire. 
Consider purchasing flood insurance to protect the life you've built and to assure financial 
protection from future flooding.

• Be available for family, friends, and neighbors who may need someone to talk to about 
their feelings. Many people may already feel fear and anxiety about the coronavirus 2019 
(COVID-19). The threat of a wildfire can add additional stress. Follow CDC guidance for 
managing stress during a traumatic event and managing stress during COVID-19. You 
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may need to talk to someone about your feelings, too. Don’t be afraid to reach out to 
friends, family, or professionals if you need help coping with your stress, anxiety, or 
sadness.
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EARTHQUAKES   
Seven Steps to Earthquake Safety 

PREPARE 
Step 1 Secure your space by 

identifying hazards and 
securing moveable items. 
 

 
   
Step 2 Plan to be safe by creating a 

disaster plan and deciding how 
you will communicate in an 
emergency. 

 
   
Step 3 Organize disaster supplies in 

convenient locations. 

 
   
Step 4 Minimize financial hardship by 

organizing important 
documents, strengthening your 
property, and considering 
insurance.  

   
SURVIVE and RECOVER 
Step 5 Drop, Cover, and Hold On when 

the earth shakes. 

 
   
Step 6 Improve safety after 

earthquakes by evacuating if 
necessary, helping the injured, 
and preventing further injuries 
or damage.  
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Step 7 Reconnect and Restore daily life 
by reconnecting with others, 
repairing damage, and 
rebuilding community. 

 
PROTECT YOURSELF. SPREAD THE WORD. 

 

 

DROP where you are, onto your hands and knees. This position protects you from 
being knocked down and allows you to stay low and crawl to shelter if nearby. 

  

 

COVER your head and neck with one arm and hand 

• If a sturdy table or desk is nearby, crawl underneath it for shelter 
• If no shelter is nearby, crawl next to an interior wall (away from windows) 
• Stay on your knees; bend over to protect vital organs 

  

 

HOLD ON until shaking stops 

• Under shelter: hold on to it with one hand; be ready to move with your 
shelter if it shifts 

• No shelter: hold on to your head and neck with both arms and hands. 
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TSUNAMIS   

 
 



AMERICAN BANKRUPTCY INSTITUTE

637

 
 

24  

  

 



638

2020 MIDWESTERN VIRTUAL BANKRUPTCY INSTITUTE

 
 

25  

  

 
 



AMERICAN BANKRUPTCY INSTITUTE

639

 
 

26  

  

 



640

2020 MIDWESTERN VIRTUAL BANKRUPTCY INSTITUTE

 
 

27  

  

 

 



AMERICAN BANKRUPTCY INSTITUTE

641

 
 

28  

  



642

2020 MIDWESTERN VIRTUAL BANKRUPTCY INSTITUTE

 
 

29  

  

 



AMERICAN BANKRUPTCY INSTITUTE

643

 
 

30  

  

HURRICANES 
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ATLANTIC TRACKING MAP 

 

 



AMERICAN BANKRUPTCY INSTITUTE

647

 
 

34  

  

COVID-19 AND FLU 

 
How to Protect Yourself & Others 

Older adults and people who have certain underlying conditions like heart or lung disease or diabetes 
are at increased risk of severe illness from COVID-19 illness. More information on Are you at higher risk 
for serious illness. 

Know how it spreads 

• There is currently no vaccine to prevent coronavirus disease 2019 (COVID-19). 

• The best way to prevent illness is to avoid being exposed to this virus. 

• The virus is thought to spread mainly from person-to-person.  

o Between people who are in close contact with one another (within about 6 feet). 

o Through respiratory droplets produced when an infected person coughs, sneezes or 
talks. 

o These droplets can land in the mouths or noses of people who are nearby or possibly be 
inhaled into the lungs. 

o Some recent studies have suggested that COVID-19 may be spread by people who are 
not showing symptoms. 

Everyone Should 

Wash your hands often 

• Wash your hands often with soap and water for at least 20 seconds especially after you have 
been in a public place, or after blowing your nose, coughing, or sneezing. 

• It’s especially important to wash:  

o Before eating or preparing food 

o Before touching your face 

o After using the restroom 

o After leaving a public place 

o After blowing your nose, coughing, or sneezing 

o After handling your mask 

o After changing a diaper 
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o After caring for someone sick 

o After touching animals or pets 

• If soap and water are not readily available, use a hand sanitizer that contains at least 60% 
alcohol. Cover all surfaces of your hands and rub them together until they feel dry. 

• Avoid touching your eyes, nose, and mouth with unwashed hands. 

Avoid close contact 

• Inside your home: Avoid close contact with people who are sick.  

o If possible, maintain 6 feet between the person who is sick and other household 
members. 

• Outside your home: Put 6 feet of distance between yourself and people who don’t live in your 
household.  

o Remember that some people without symptoms may be able to spread virus. 

o Stay at least 6 feet (about 2 arms’ length) from other people. 

o Keeping distance from others is especially important for people who are at higher risk of 
getting very sick. 

 

Cover your mouth and nose with a mask when around others 

• You could spread COVID-19 to others even if you do not feel sick. 

• The mask is meant to protect other people in case you are infected. 

• Everyone should wear a mask in public settings and when around people who don’t live in your 
household, especially when other social distancing measures are difficult to maintain.  

o Masks should not be placed on young children under age 2, anyone who has trouble 
breathing, or is unconscious, incapacitated or otherwise unable to remove the mask 
without assistance. 

• Do NOT use a mask meant for a healthcare worker. Currently, surgical masks and N95 
respirators are critical supplies that should be reserved for healthcare workers and other first 
responders. 

• Continue to keep about 6 feet between yourself and others. The mask is not a substitute for 
social distancing. 

Cover coughs and sneezes 

• Always cover your mouth and nose with a tissue when you cough or sneeze or use the inside of 
your elbow and do not spit. 
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• Throw used tissues in the trash. 

• Immediately wash your hands with soap and water for at least 20 seconds. If soap and water 
are not readily available, clean your hands with a hand sanitizer that contains at least 60% 
alcohol. 

Clean and disinfect 

• Clean AND disinfect frequently touched surfaces daily. This includes tables, doorknobs, light 
switches, countertops, handles, desks, phones, keyboards, toilets, faucets, and sinks. 

• If surfaces are dirty, clean them. Use detergent or soap and water prior to disinfection. 

• Then, use a household disinfectant. Most common EPA-registered household 
disinfectants will work. 

Monitor Your Health Daily 

• Be alert for symptoms. Watch for fever, cough, shortness of breath, or other symptoms of 
COVID-19.  

o Especially important if you are running essential errands, going into the office or 
workplace, and in settings where it may be difficult to keep a physical distance of 6 feet. 

• Take your temperature if symptoms develop.  

o Don’t take your temperature within 30 minutes of exercising or after taking medications 
that could lower your temperature, like acetaminophen. 

• Follow CDC guidance if symptoms develop. 

Protect Your Health This Flu Season 
It’s likely that flu viruses and the virus that causes COVID-19 will both spread this fall and winter. 
Healthcare systems could be overwhelmed treating both patients with flu and patients with COVID-19. 
This means getting a flu vaccine during 2020-2021 is more important than ever.  

While getting a flu vaccine will not protect against COVID-19 there are many important benefits, such 
as: 

1. Flu vaccines have been shown to reduce the risk of flu illness, hospitalization, and death. 

2. Getting a flu vaccine can also save healthcare resources for the care of patients with COVID-19. 
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FINANCIAL PREPAREDNESS 
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APPLICATIONS  
 

 

1Weather: 
Forecast 
and Radar 

Designed to provide you with essential info at a glance, but with in-depth 
weather data only a swipe or tap away, 1Weather is perfect for both casual 
users and serious weather watchers. Our iPad layout has been improved and 
now offers popover menus and scrollable cards. 

 

Track and view weather forecasts and current conditions for “My Location” 
to get real-time updates wherever you go or add any location you choose. 
Weather supports millions of locations worldwide. 

 

 NOAA Weather app gives detailed information no coming storms and other 
weather patterns 

 

WhatsApp 
Messenger 

WhatsApp Messenger is a FREE messaging app available for iPhone and 
other smartphones. WhatsApp uses your phone's Internet connection 
(4G/3G/2G/EDGE or Wi-Fi, as available) to let you message and call friends 
and family. Switch from SMS to WhatsApp to send and receive messages, 
calls, photos, videos, and Voice Messages. 

 

FEMA The FEMA App is the best option to receive emergency alerts and 
information so that you and your loved ones know what to do before, during 
and after disasters. This simple and easy-to-use app provides safety 
notifications, emergency preparedness tips, and disaster resources. 

 

Emergency: 
Alerts 

Help keep your family safe in severe weather, manmade/natural hazards 
with Emergency by the American Red Cross. Monitor conditions in your area 
or area of loved ones, prepare your family and your home, check to see if 
loved ones are safe and let them know you’re safe. - A must have for anyone 
who live in areas prone to severe weather or have loved ones that do. 

 

Last Quake A free mobile application dedicated to alerting populations and gathering 
testimonies in real-time when an earthquake occurs.   
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 EMERGENCY PREPAREDNESS WEBSITES 
 

American Red Cross 
 

www.redcross.org/ 

FEMA 
 

www.fema.gov/ 

National Weather Service: 
 

www.weather.gov/ 

National Hurricane Center 
 

www.nhc.noaa.gov/ 

Central Pacific Hurricane Center 
 

www.prh.noaa.gov/cphc/ 

National Hurricane Center Blank Tracking Charts 
 

www.nhc.noaa.gov/tracking_charts.shtml 

US Geological Survey – Earthquake Hazards 
Program 
 

earthquake.usgs.gov/ 

Earthquake Country Alliance 
 

www.earthquakecountry.org/ 

The Tsunami Zone 
 

www.tsunamizone.org/ 

National Suicide Prevention Lifeline 
 

suicidepreventionlifeline.org/ 

Smart Traveler Enrollment Program 
 

step.state.gov/ 

Ready.gov 
 

www.ready.gov/ 

NOAA- Tsunami Warning System 
 

ntwc.ncep.noaa.gov/ 
 

Centers for Disease Control and Prevention https://www.cdc.gov/ 
 

World Health Organization https://www.who.int/ 
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SUGGESTED EMERGENCY PROVISIONS 

 

  

Personal  Business  

•  Water (for at least 3 days)  
•  Dried food  
•  Can food  
•  Flashlights and lanterns  
•  Batteries  
•  Battery operated radio/tv  
•  Battery operated fan  
•  Curtain liners and towels  
•  Medications  
•  Bags of ice  
•  Liquid soap  
•  Generator  
•  Storm shutters  
•  Surge protectors  
•  Chargers  
•  Extra battery for cell phone  
•  Bucket  
•  Cleaning supplies  
•  Garbage bags  
•  Cash  
•  Clean clothing  
•  List of emergency numbers  
•  Important papers in a safe place such as  

Ziploc, plastic bags or safe  
•  Hurricane/tornado map  
•  Identification  
•  Water-proof covers  
•  First aid kit   

• 
 Directions and maps to alternate facilities   

• 
 Emergency Plans    

• 
 Telephone rosters/contact information   

• 
 External customers/stakeholders contact  

information   

• 
 COOP personnel roster   

• 
 Staff contact list   

• 
 Staff emergency contact information   

• 
 Vital records   

• 
 Building floor plans   

• 
 Equipment inventories   

• 
 IT systems documentation   

• 
 Organization and functions manual(s)    

• 
 Laptop computer   

• 
 Satellite phone   

• 
 Badge/identification    
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SECURITY 
 

SMART TRAVELER ENROLLMENT PROGRAM 
(STEP) 
 

The Smart Traveler Enrollment Program (STEP) is a free service to allow U.S. citizens and nationals 
traveling and living abroad to enroll their trip with the nearest U.S. Embassy or Consulate. 

Benefits of Enrolling in STEP 

• Receive important information from the Embassy about safety conditions in your destination 
country, helping you make informed decisions about your travel plans. 

• Help the U.S. Embassy contact you in an emergency, whether natural disaster, civil unrest, or 
family emergency. 

• Help family and friends get in touch with you in an emergency. 
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ACTIVE SHOOTER 
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MENTAL HEALTH   
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Dicta
By Hon. Mildred CaBán

A disaster, whether natural or man-made, can 
happen to anyone, at any time or place. 
A lawyer could be faced with the reality 

of property damage, no electricity or no internet 
connection. Along with trying to resume business 
activities, there might be concerns with obtain-
ing basic provisions such as water, food and fuel. 
Many lawyers in the District of Puerto Rico faced 
these hardships and much worse during the wake of 
Hurricane Maria. Some were temporarily displaced 
due to lack of necessities in order to protect and to 
provide for their families. Others helped each other 
during the crisis. 
 I hope that no one suffers the fury of a weather 
phenomenon or encounters an unexpected man-
made emergency. The reality is that we are not 
immune to emergencies. While we might not be 
able to prevent disasters, we can take measures to 
protect our families, property and workplace. Are 
you ready? Is your workplace prepared? Do you 
know your ethical responsibilities before and after 
a disaster strikes? 
 After the devasting hurricanes and wildfires 
of 2017, the Standing Committee on Ethics and 
Professional Responsibility of the American Bar 
Association (ABA) released a formal opinion on 
ethical obligations related to disasters in order to 
help lawyers understand their duties when a disaster 
strikes.1 Communication is one of the starting points 
for recovery in the aftermath of a disaster. The opin-
ion reminds lawyers of their duty to communicate 
with clients. Rule 1.4 of the ABA Model Rules 
of Professional Conduct requires that “[a] lawyer 
shall ... keep the client reasonably informed about 
the status of the matter” and “promptly comply 
with reasonable request for information.”2 Model 
Rule 1.3 mandates that lawyers shall act with rea-
sonable diligence and promptness in representing 
clients. After a disaster occurs, the federal court-
house and the clerk’s office might be temporarily 
inaccessible. The courts generally issue orders sus-
pending or extending deadlines, including prescrip-
tive and pre-emptive periods. Hearings may have 
to be rescheduled due to the emergency conditions. 
The rules do not allow lawyers to be disconnected 

from their clients and their cases, even after a disas-
ter has occurred. 
 To avoid becoming a disconnected lawyer, the 
ABA Opinion recommends that lawyers maintain a 
paper list of current clients and their contact infor-
mation, and keep this information stored in a man-
ner that is easily accessible. Lawyers cannot rely 
solely on having the information in the computer 
or “in the cloud” because telecommunications 
could fail or systems can be damaged in a disaster: 
“If Internet access to files is provided through a 
cloud service, the lawyer should (i) choose a repu-
table company, and (ii) take reasonable steps to 
ensure that the confidentiality of client information 
is preserved, and that the information is readily 
accessible to the lawyer.”3 By the same token, law-
yers cannot just have the information on paper due 
to the possibility of water, wind or fire damage. 
The key to preserving clients’ data is redundancy 
by having important information stored electroni-
cally and on paper. Another tip for maintaining 
communication is to include the lawyer’s emer-
gency contact information in the fee agreement or 
engagement letter. 
 Prior to any disaster, lawyers need to protect 
documents, funds and other property that are held 
for clients or third parties.4 Client files and docu-
ments might be lost or destroyed in an impacted 
area. Responsibilities will depend on the status of 
the affected clients and the nature of the stored doc-
ument. There is a duty to communicate with current 
and former clients regarding the loss of documents 
with intrinsic value, such as original executed wills.5 
When a current or former client requests informa-
tion about their documents (whether having intrinsic 
value or not), the lawyer must be forthcoming and 
answer honestly.6 The ABA Opinion recommends 
that lawyers “should consider returning all original 
documents and documents with intrinsic value cre-
ated by the lawyer as a result of the representation 
to clients at the end of the representation” in order to 
avoid making reasonable efforts to reconstruct lost 
documents of intrinsic value.7

Hon. Mildred Cabán
U.S. Bankruptcy Court 
(D. P.R.); San Juan

What Are Lawyers to Do 
After a Major Disaster?

1 ABA Comm’n on Ethics and Prof’l Responsibility, Formal Op. 482 (2018) (hereinafter, the 
“ABA Opinion”).

2 Unless expressly stated otherwise, all references to “Rule” or “Model Rule” shall be 
to the ABA Model Rules of Professional Conduct as amended by the ABA House of 
Delegates through 2018. 
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Hon. Mildred 
Cabán has been a 
bankruptcy judge 
for the District 
of Puerto Rico 
since 2010. She 
was previously a 
partner at Goldman 
Antonetti & Córdova 
P.S.C. in San Juan. 
She participates in 
educational 
programs for bar 
organizations and 
speaks on financial 
literacy matters 
to students of all 
age groups as an 
avid CARE volunteer.

3 ABA Opinion at 4.
4 ABA Model Rule 1.15(a).
5 See Model Rules of Prof’l Conduct R. 1.4 (2018); N.Y. City Bar Ass’n Formal Op. 2015-

6 (2015). 
6 N.Y. City Bar Ass’n Formal Op. 2015-6 (2015).
7 ABA Opinion at 9.
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 Even under dire circumstances, like power and telecom-
munication failures, lawyers must “make reasonable efforts 
to prevent the inadvertent or unauthorized disclosure of, or 
unauthorized access to, information relating to the repre-
sentation of the client,” as required by Model Rule 1.6 (c). 
Competent representation means that a “lawyer should keep 
abreast of changes in the law and its practice, including the 
benefits and risks associated with relevant technology,” as 
espoused in Comment 8 of Model Rule 1.1. Lawyers must 
keep up with technology as it impacts their law practice and 
thus cannot afford to stay in the dinosaur era.
 If the law office or the lawyer suffers damages or injuries 
from a disaster that impacts the ability to represent clients, 
then the lawyer may have to withdraw from those legal rep-
resentations. Model Rule 1.16 (a) (2) or (b) (7) requires with-
drawal of legal representation when “the lawyer’s physical 
or mental condition materially impairs the lawyer’s ability 
to represent clients” or for “other good cause.” Part of the 
recovery stage is assessing the needs of the client for imme-
diate legal services and the lawyer’s ability to provide those 
services on a timely basis.
 Displaced lawyers who are considering practicing law 
outside their jurisdiction need to proceed with caution. The 
ABA Model Rule on Provision of Legal Services Following 
Determination of Major Disaster indicates that a displaced 
lawyer “may provide legal services in [another] jurisdiction 
on a temporary basis ... if permitted by the highest court of 
the ... jurisdiction.”8 However, this rule has not been adopted 
in all jurisdictions. For example, after Hurricane Harvey in 
2017, the Texas Supreme Court adopted certain requirements 
that were like the ABA Model Rule.9 
 On the other side, laywers from unaffected jurisdictions 
who may want to provide legal services to survivors may 
do so, but only if they are allowed by the affected jurisdic-
tion’s laws and rules or by order of the highest court. The 

ABA Opinion provides some guidance regarding pro bono 
representations of survivors through a nonprofit bar asso-
ciation, pro bono program, legal services program or any 
other entity designated by the courts in the impacted juris-
diction. Lawyers should remember that they are still bound 
by rules on advertising and solicitation, even in the after-
math of a disaster.10

 During difficult and literally dark times, lawyers need 
to keep calm and be optimistic. Do not become hardened 
and bitter. Be civil to your opponent, especially if you have 
all the benefits of electricity, internet and no damages, but 
your opponent does not. Six weeks after Hurricane Maria, 
our courthouse was reopened for hearings. In the first case 
on the calendar, all the attorneys appeared, and they had 
filed a joint motion. After discussing the issues of the case, 
I thanked them for being prepared under the horrific cir-
cumstances that we all faced. The lawyers then began to 
explain their individual circumstances of either not having 
electricity, internet or both. They thanked the one attorney 
who had these vital services and opened his office to the 
attorneys to discuss the case and file their joint motion. In 
another case, a chapter 7 trustee was grateful to his fellow 
trustee who allowed him to work from his office so that he 
could fulfill the responsibility of administrating his bank-
ruptcy estates. On that day and many other days, my face 
beamed with joy and pride at the civility displayed by the 
members of the bar in our district. 
 Therefore, before any disaster happens, lawyers need to 
have a plan to continue with their law practices and protect 
client files. If there is a plan in place, please be sure to update 
and practice it. After surviving a traumatic experience, law-
yers must comply with ethical responsibilities by maintain-
ing competence and diligence in providing legal services to 
clients who are suffering, too. 
 Be safe, keep calm, maintain a healthy disposition, and 
work ethically — before and after a disaster.  abi

Dicta: What Are Lawyers to Do After a Major Disaster?
from page 20

8 ABA Model Court Rule on Provision of Legal Services Following Determination of Major Disaster, 
at 1-2 (2007).

9 Amended Emergency Order After Hurricane Harvey Permitting Out-of-State Lawyers to Practice Texas 
Law Temporarily, Misc. Docket No. 18-9029, issued by the Supreme Court of Texas on Feb. 26, 2018.

10 ABA Model Rule 7.3. See The Florida Bar v. Wolfe, 759 So.2d 639 (Fla. 2000) (lawyer suspended for one 
year for soliciting clients by passing out brochures in affected areas in wake of tornadoes).

Copyright 2019 
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Please contact ABI at (703) 739-0800 for reprint permission.



672

2020 MIDWESTERN VIRTUAL BANKRUPTCY INSTITUTE

Cyber-U
By ElizaBEth B. VandEstEEg

Editor’s Note: Part I of this article was published 
in the February 2020 issue. 

As was discussed in Part I,1 use of technology 
has become a vital and inescapable compo-
nent of the practice of law. Society’s now-

ubiquitous reliance on technology has required the 
legal industry to augment the ethical standards that 
attorneys must uphold in order to maintain funda-
mental protections for their clients and their clients’ 
information. These ethical standards are applicable 
to all attorneys equally, but they are particularly rel-
evant for bankruptcy attorneys, who are custodians 
of a host of personally identifiable information (PII)2 
and other sensitive and confidential information. 
 Part II of this article will focus on the specific 
ethical obligations and practical standards set forth 
in two recent American Bar Association (ABA) eth-
ics opinions governing the storage and transmittal of 
client data, as well as the necessary steps that lawyers 
and firms must take to protect against, and notify cli-
ents of, any unauthorized access to client information. 

Securing Communication of 
Protected Client Information
 On May 11, 2017, the ABA Standing Committee 
on Ethics and Professional Responsibility issued 
Formal Opinion 477R,  “Securing Communication of 
Protected Client Information.” Acknowledging that 
law firms are high-quality targets of hackers, the pur-
pose of Formal Opinion 477R was to address “how 
a lawyer should comply with the core duty of confi-
dentiality in an ever-changing technological world.”3 
 The ABA’s conclusion is that “[a] lawyer gen-
erally may transmit information relating to the 
representation of a client over the internet without 
violating the Model Rules of Professional Conduct 
where the lawyer has undertaken reasonable efforts 
to prevent inadvertent or unauthorized access.” 
How, then, should one determine what steps are 
“reasonable” to prevent unauthorized access to cli-
ent information? Formal Opinion 477R expressly 

states that it is “beyond the scope” of the opinion to 
expressly dictate what may constitute “reasonable 
steps” to protect client data, but it provides the fol-
lowing “considerations as guidance”:

1. Understand the nature of the threat: A law-
yer must consider the sensitivity of the client’s 
information and whether the information is at 
a higher risk for cyberattack (e.g., trade secret 
or financial information); higher-risk scenarios 
require greater efforts to protect.4

2. Understand how client confidential informa-
tion is transmitted and where it is stored: A law-
yer must understand the law firm’s technological 
landscape in terms of how electronic communi-
cations are created, where client data is stored, 
and how and by whom the data can be accessed.5 
3. Understand and use reasonable electronic secu-
rity measures: A lawyer should understand the var-
ious options that exist to protect electronic infor-
mation and implement appropriate measures to 
protect client data and communications. This could 
include the use of secure internet access methods 
(secure Wi-Fi or virtual private network); complex 
passwords; firewalls; anti-malware/antivirus soft-
ware; regular security patches and updates; encryp-
tion; and multifactor authentication.6 
4. Determine how electronic communications 
about clients’ matters should be protected: A 
lawyer and client should discuss what levels 
of security will be required for electronic com-
munications, recognizing that communications 
might be at varying levels of sensitivity and 
could require different degrees of protection.7 
5. Label clients’ confidential information: A 
lawyer should mark client communications as 
“privileged and confidential” in order to put any 
unintended recipient on notice of the intent for 
the communication to remain confidential.8 
6. Train lawyers and nonlawyer assistants in tech-
nology and information security: Applying ABA 
Model Rules 5.1 and 5.3, lawyers must establish 
policies regarding, and train employees on the use 
of, secure methods of communication with clients 
and reasonable measures for the storage of and 
access to client data and communications.9 

Coordinating Editor
Elizabeth B. 
Vandesteeg
Sugar Felsenthal Grais 
& Helsinger LLP
Chicago

Technology and Legal Ethics: 
A User’s Manual (Part II)

1 Elizabeth B. Vandesteeg, “Technology and Legal Ethics: A User’s Manual (Part I),” XXXVIX 
ABI Journal 2, 12, 49-51, February 2020, available at abi.org/abi-journal (unless other-
wise specified, all links in this article were last visited on Feb. 26, 2020). 

2 PII is defined as “[a] ny information about an individual, including any information that 
can be used to distinguish or trace an individual’s identity, such as name, Social Security 
number, date and place of birth, mother’s maiden name, or biometric records; and any 
other information that is linkable to an individual, such as medical, educational, financial, 
and employment information.” “Personally Identifiable Information,” IAPP Resource 
Center, available at iapp.org/resources/article/personally-identifiable-information.

3 ABA Comm. on Ethics and Prof’l Responsibility, Formal Op. 477R, at 2 (2017).
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7. Conduct due diligence on vendors providing communi-
cation technology: A lawyer must take reasonable steps 
to analyze potential vendors who will be involved in the 
transmittal or storage of client data or communications. 
Lawyers should consider reference checks and vendor 
credentials; vendor security policies and hiring practices; 
use of confidentiality agreements; and availability of legal 
fora in the event of violations of the vendor agreement.10

 From the perspective of a cybersecurity attorney, these 
“considerations” are the framework of a basic information 
security program. The creation and implementation of a 
thoughtful and deliberate information security program, as 
evidenced by and set forth in a written information secu-
rity policy evidencing its terms, is a best practice that every 
law firm should follow. Simply put, an information security 
policy is a company’s documented statement of rules and 
guidelines that need to be followed with respect to the secu-
rity of company data. For a law firm, an information security 
policy should expressly apply to client data, and it should 
detail the administrative, physical and technical safeguards in 
place to provide reasonable protection of client information.

Lawyers’ Obligations After an Electronic 
Data Breach or Cyberattack
 Data loss and hacking are now commonly discussed in 
terms of “when” and not “if.” Even an attorney who has 
taken reasonable steps to protect client data and commu-
nications may well nonetheless be the target of a cyberse-
curity incident or data breach involving client information. 
How should an attorney ethically handle and respond to 
such an event?
 On Oct. 17, 2018, the ABA Ethics Committee issued 
Formal Opinion 483, “Lawyers’ Obligations After an 
Electronic Data Breach or Cyberattack.” Formal Opinion 483 
“picks up where Opinion 477R left off, and discusses an 
attorney’s ethical obligations when a data breach exposes 
client confidential information.11 It sets forth both obligations 
related to the detection of and response to a cybersecurity 
incident, as well as specific notice requirements to clients.
 For purposes of Formal Opinion 483, a data breach 
occurs when “material client confidential information is 
misappropriated, destroyed, or otherwise compromised, or 
where a lawyer’s ability to perform the legal services for 
which the lawyer is hired is significantly impaired.”12 But not 
every data breach will result in an ethical violation — only 
those where “a lawyer does not undertake reasonable efforts 
to avoid data loss or to detect cyber-intrusion, and that lack 
of reasonable effort is the cause of the breach.”13 

Reasonable Efforts to Prevent a Data Breach
 In the first instance, lawyers have an obligation to moni-
tor for data breaches.14 They must monitor firm technology 
and resources connected to the internet, as well as external 

data sources and external vendors who might access or pro-
vide services involving client data. 
 Lawyers and law firms should also proactively develop a 
detailed incident response plan (IRP) before a breach occurs, 
so that appropriate and coordinated steps might be taken 
immediately thereafter.15 While every lawyer’s IRP should be 
tailored to fit their office’s or firm’s specific practice, the fun-
damental goal of any IRP is to appropriately handle an incident 
through (1) preparation; (2) detection and analysis; (3) contain-
ment, eradication and recovery; and (4) post-incident activity.16 
 As part of the preparation phase, it is important to draft 
the IRP as a simple standalone document. It should desig-
nate and provide contact information for team members and 
their backups (a “breach response team”), together with the 
specific roles that each member will play in the event of a 
security incident, and at every stage of the incident.17 Best 
practices then encourage the breach response team to engage 
in “tabletop exercises” in order to test and practice the IRP 
procedures before a security incident happens.
 After taking prompt action to contain and eradicate the 
breach, a lawyer is ethically obligated to “make all reason-
able efforts to restore computer operations to be able again 
to service the needs of the lawyer’s clients.”18 The extent of 
such efforts, whether through restoration of existing systems 
or through implementation of new technology, will depend 
on the specific circumstances of the breach. Unless the law-
yer or firm is trained in this area, it is best to outsource this 
process to trained experts to ensure complete recovery and 
prevent further breaches.
 Attorneys must then make reasonable efforts to deter-
mine what actually occurred during the data breach. Ethical 
standards governing post-breach investigations require that 
the lawyer have enough information to both confirm that the 
breach has in fact been contained and evaluate the extent, if 
any, to which client data was accessed or lost.19 In addition, 
the post-breach investigation should be extensive enough to 
determine how the breach occurred in order to patch any and 
all vulnerable access points.

Obligations to Provide Notice of Data Breach
 The Model Rules of Professional Conduct require that 
a lawyer must “keep the client reasonably informed about 
the status of a matter” and “shall explain a matter to the 
extent reasonably necessary to permit the client to make 
informed decisions regarding the representation.”20 Formal 
Opinion 483 interprets these rules to impose an ethical obli-
gation on a lawyer to communicate with current clients about 
a data breach.21

 Current clients are entitled to notification when a data 
breach occurs that involves, or likely involves, material client 

10 Id. at 9-10.
11 ABA Comm. on Ethics and Prof’l Responsibility, Formal Op. 483, at 2 (2018) (“ABA Formal Op. 483”).
12 Id. at 4. It is important to note that this definition is applicable only to determining whether attorneys 

have ethical obligations arising out of the applicable ABA Model Rules and Formal Opinions. This defini-
tion is not the one that might be applicable should a loss of client information also trigger notification 
requirements under various state or federal data-breach-response laws.

13 ABA Formal Op. 483 at 5-6.
14 Id. at 4-6.

15 Id. at 6 (citing Jill D. Rhodes & Robert S. Litt, The ABA Cybersecurity Handbook: A Resource for Attorneys, 
Law Firms and Business Professionals (2d ed. 2018)). 

16 Nat’l Inst. of Standards and Tech., Computer Security Incident Handling Guide, at 21-45 (2012), avail-
able at nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf.

17 ABA Formal Op. 483 at 6-7 (citing Steven M. Puiszis, “Prevention and Response: A Two-Pronged 
Approach to Cyber Security and Incident Response Planning,” The Prof’l Lawyer, Vol. 24, No. 3 
(November 2017)).

18 Id. at 7.
19 Id. at 7-8.
20 Model Rules of Prof’l Conduct R. 1.4(a)(3) and 1.4(b) (2019).
21 ABA Formal Op. 483 at 10-12.
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confidential information.22 Upon disclosing a breach to a cli-
ent, a lawyer must provide enough information for the client 
to make an informed decision about what to do next, if any-
thing, with respect to the present representation. This means 
that a lawyer must disclose to the client not only the occur-
rence of, but also the extent of, the unauthorized access to 
or disclosure of the confidential client information. Lawyers 
should be prepared to advise the client regarding the breach 
response plan, the efforts being taken to recover the client 
information, and any additional measures being implemented 
to increase data security and prevent future breaches.23 
 Finally, and apart from ethical obligations, if a data 
breach involves unauthorized access to PII, whether of cli-
ents or others, a lawyer must examine potential notification 
obligations under various state and federal laws. All 50 states 
have adopted breach-notification laws, with differing defini-
tions of “protected information” and “breach,” and differing 
standards for scope and requirements of notice.24

Conclusion
 Lawyers are individuals governed by ethical obligations 
with respect to the confidential information entrusted to them 
by their clients. However, law firms are businesses, with the 
goal of making a profit for the partners or shareholders, and 
the interests of individual lawyers and the businesses they 
work for can sometimes conflict. 
 Fortunately, there is great overlap between best busi-
ness practices and legal ethical obligations with respect 
to data security. To check both boxes, lawyers and their 
firms should be very deliberate in creating and imple-
menting an information security program that appro-
priately protects a firm’s most valuable asset: its cli-
ents’ information and communications. This can only 
be done if lawyers take the necessary time to familiar-
ize themselves with the technologies they use, imple-
ment set standards for how client data will be stored 
and accessed (through the use of a written information 
security policy), install preventive measures to protect 
against breaches, and know what to do if/when a breach 
occurs (through the use of an incident response plan). 
Failing to follow this protocol risks inviting otherwise-
avoidable liability that can threaten a lawyer’s practice 
and reputation.  abi
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22 As a matter of legal ethics, this notification obligation does not extent to former clients “in the absence of 
a black-letter provision requiring such notice.” Rather, lawyers are encouraged either to reach a specific 
agreement with the client about how to handle electronic information post-representation, or to adopt a 
general document-retention policy to reduce overall the amount of information retained of former clients. 
ABA Formal Op. 483 at 13.

23 ABA Formal Op. 483 at 14-15.
24 Id. at 15 (citing to Nat’l Conference of State Legislatures, Security Breach Notification Laws (Sept. 29, 

2018), available at ncsl.org/research/telecommunications-and-information-technology/security-breach-
notification-laws.aspx).
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